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Executive Summary

At this moment, a dangerous convergence of two trends threatens democracy. The first is
the Trump administration’s aggressive acceleration of the use of technology and artificial
intelligence to rapidly expand immigration enforcement and military force. The second
involves an unprecedented amassing of economic and political influence by a small group of

tech oligarchs.

The Department of Homeland Security (DHS) has
provided a clear pathway towards the current
administration’s active construction of a new
security state. This security state is defined by
enormous military power and DHS interior policing
power, while state projects dedicated to social

good are dismantled. Simultaneously, a handful

of tech oligarchs, including venture capitalists

and executives who hold or orchestrate massive
federal contracts, have embraced militarism and are
developing technology tools towards the application
of DHS's mission, which generally aligns with their
own corporate and political ambitions. These tech
oligarchs are increasingly positioned not only to
direct government decisions on technology, but to
make those decisions from within government itself,
influencing agendas on policing, bordering, and
militarism, as well as the planet and democracy.

As in our 2018 report, “Who's Behind ICE? The Tech
and Data Companies Fueling Deportations,” we are
focused on the US immigration policing apparatus,
which consists primarily of US Immigration and
Customs Enforcement (ICE) and Customs and
Border Protection (CBP). CBP polices the circulation
of people and goods across US borders and has the
authority to arrest non-citizens within 100 miles of US
boundaries. ICE has the authority to investigate and
arrest non-citizens throughout the US interior and
orchestrates the immigration detention and removal
(deportation) systems. Throughout this report we
refer to ICE and CBP, but also to DHS, which houses
both agencies. This is because the immigration
policing components of DHS have dominated this
department’s mission, communications, and budget.

This analysis is grounded in an understanding that
immigration enforcement and “national security”
have long served as the justification for increasingly
authoritarian systems that erode civil liberties,
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weaken democratic protections, normalize mass
surveillance, and deepen environmental and

social harm in communities across the country.
What's different in this moment is the way in which
the authoritarianism of these systems has been
deepened and unleashed. This report examines how
DHS has laid the foundation for this authoritarian
moment. We reveal how this moment creates

an accelerated danger, as a power-hungry tech
oligarchy becomes increasingly influential, and
identify the major actors, corporations, monies,
and mechanisms involved. This report also
describes some of the most important strategies
available to non-violently resist the entanglement
of big tech, immigration enforcement, and
militarism. Confronting this threat requires a clear
understanding of the convergence of agendas and
where their power can be disrupted.




1. The Architecture of Authoritarianism

The Trump administration’s aggressive agenda
builds on decades of expanding DHS power,
militarized policing, and bipartisan “national security”
governance embraced by previous administrations.
Immigration policing, when carried out under a
domestic terrorism framework, functions as both
the justification and testing ground for a police-
state infrastructure powered by massive federal
investments in surveillance systems, Al technologies,
biometric tools, drones, detention infrastructure, and
militarized enforcement operations. The Department
of Justice (DOJ)-the agency charged with enforcing
US laws for everyone in the country—has become
DHS's law firm: fixated on expanding DHS's policing
powers, dismantling core due-process protections,
and defying the courts’ attempts to rein in DHS.

2. Follow the Money: From Revolving
Door to Corner Office

The insidious influence of big tech and other
monied interests in government is not new—but a
fundamentally new chapter has begun. A key sector
of tech funded by venture capital has positioned
itself as visioning and directing the war machine and
asserts that Al is vital to US national security and
the economy. The influence of venture capitalists
can be seen in how they are increasingly embedded
in government, how they have transformed military
procurement, and how they ensure their tech and
their corporations become mission critical to the
functioning of US homeland security governance.

Trump-aligned tech oligarchs like Peter Thiel, Marc
Andreessen, Elon Musk, and others have used
theirimmense wealth and political influence to
shape the federal government through campaign
contributions, lobbying, corporate partnerships,
and direct relationships inside the administration. At
the same time, the federal government has poured
massive public investment into Al infrastructure,
surveillance systems, defense technologies, and
data centers with little transparency or public
accountability.
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3. Building the Militarized Police State

Since its inception, DHS has grown its policing
power to realize its extremely broad and ambitious
mandate. This includes rapidly expanding its policing
personnel (ICE and CBP) and increasing cooperation
and information sharing between DHS and civilian
agencies, most notably local, state, federal police,
and international police counterparts.2 Trump’s

One Big Beautiful Bill Act boosted ICE funding from
around $10 billion per year to over $85 billion, while
the CBP also received a funding boost of over S60
billion. In addition to growing the power of its policing
force by expanding boots on the ground—notably

by enlisting thousands of local police—it has also
significantly grown its arsenal of weapons and

tech tools. The ability of DHS to surveil and arrest
immigrants through tax, Medicaid, and other data
has grown with the involvement of data brokers and
the Department of Government Efficiency (DOGE).

4. Taxpayer-Funded Surveillance and Al

Billions in public money are going to DHS
surveillance, including for artificial intelligence
enabled tech, without any outside mechanisms for
compliance and oversight. These dollars generate
massive revenues for tech oligarchs and their
companies, expanding the immigration enforcement
complex economy. Between 2020 and 2025, the
federal budget for DHS has increased from around
$1.5 billion in 2020 to $6 billion in 2025 (see Figure
1). This funding sustains an ecosystem of smaill
startups that are creating even more invasive
surveillance technologies and attracting the interest
of corporations that primarily focus on the military.
The 2027 military budget reconciliation request
from the Trump administration earmarks $53.6
billion for new unmanned tech and $46 billion for

Al infrastructure. This money infusion has rapidly
expanded the DHS Al inventory; it also has shaped
DHS's policy on Al use as the astronomically
increased budget has brought in Silicon Valley
tech startups who see the lack of oversight and
unmonitored government contracts as a research
and development cash cow for their Al startups.



5. Tools of the Surveillance State

ICE and CBP are not only immigration policing
agencies, they are also central pillars of the new
security state with a rapidly expanding surveillance
apparatus powered by Al-driven technologies,
private contractors, and massive data-sharing
systems. Through biometric databases, facial
recognition, mobile phone extraction, license plate
readers, drones, social media monitoring, and

data broker networks, DHS agencies are building

a surveillance infrastructure designed to identify,
track, profile, and target people at an unprecedented
scale.

Although these systems are often justified through
immigration enforcement and racialized narratives
around “security,” their architecture extends

far beyond immigrants. The same technologies
capable of targeting undocumented communities
can monitor the population at large, expanding
government power to surveil political activity,
dissent, protest movements, and everyday life.
Immigration enforcement has become the entry
point for a much broader surveillance dragnet that
increasingly treats entire communities as data
points to be monitored, analyzed, and controlled for
profit and political power.

Al acts as an accelerator for some of the most
extreme and authoritarion DHS practices, enabling
more aggressive apprehensions, prosecutions,
deportations, and retaliatory surveillance
operations that can result in injury or death.
Street-level surveillance and data collection feed
massive machine-learning systems capable of
generating instantaneous dossiers used for arrests,
deportation, targeting, and political repression,
including against journalists, legal observers,
protesters, and people documenting ICE operations.
These systems continue to expand with little to no
oversight of their effectiveness, civil rights impacts,
accuracy, or long-term consequences.
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6. Organized Resistance

Resisting immigration enforcement requires
confronting the technological, political, and
corporate infrastructure powering mass
surveillance, policing, detention, and deportation.
Local governments can weaken these systems by
ending data sharing with ICE, limiting the expansion
of surveillance technologies, strengthening

privacy protections, increasing transparency, and
creating stronger public oversight over policing and
technology contracts.

Communities, organizers, workers, and advocates
must also challenge the corporations profiting from
surveillance and enforcement through protest,
litigation, policy advocacy, investor pressure,
public education, and worker organizing inside
tech companies themselves. At the federal level,
movements must prepare for future political
openings by building long-term strategies around
investigations, procurement reform, oversight,
restrictions on biometric surveillance and Al
systems, and limits on government data sharing.
Building resistance also requires communities and
movements to better understand how surveillance
technologies operate locally so they can identify
pressure points, expose harms, and organize more
effectively against the continued expansion of the
surveillance state.



Introduction

In the pre-dawn hours of October 30, 2025, ICE officers and CBP agents in unmarked cars
surveilled what they described as a “target-rich” apartment complex in Woodburn, Oregon.?
Agents monitored vehicles leaving the complex and ran license plates through a license plate
reader system, matching a white van to a person they were seeking. After following the van,
officers surrounded it and smashed the driver’s side window, after ordering people out but
without verifying whether the driver was the person they had identified.*

That day, over 35 people were detained, many of
whom were farmworkers headed to work.® The
operation—the largest in Oregon up to that day—later
drew legal scrutiny, with a judge questioning both
the legality of the arrests and the surveillance-driven
tactics used to identify and target workers.®

Roving masked patrols, biometric scanning, arrests
without warrants, enforced disappearances, and
violent escalations set the tone for the Trump
administration’s cruel and violent tactics during
immigration enforcement surges in Chicago,

Los Angeles, Minneapolis, and Portland. Masked
Department of Homeland Security (DHS) agents
aggressively assaulted and terrorized communities,
undermining constitutional rights and threatening
public safety. Citizens and noncitizens engaged

in the constitutionally protected activity of filming
and recording law enforcement actions have been
prosecuted, arrested, and attacked, sometimes
with deadly force. These events foreshadowed a
broader pattern that would come to characterize the
administration’s governing approach: the assertion
of expansive executive power, the sidelining of
oversight, and the treatment of legal constraints as
obstacles to be overcome.

But the story of this moment is not only about the
expansion of state power. It is also about who is
helping build it, profit from it, and shape it from within.
At the same time as we are facing an urgent crisis
for human rights, democracy, and the environment,
an increasingly concentrated handful of tech
oligarchs are working in concert with the federal
government to grow US militarism and advance
the security state. These same tech oligarchs

are increasingly well positioned not only to direct
government decisions on technology, but to make
those decisions from within government itself—no
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longer content with a revolving door, they're now
working from inside a corner office.

This report builds on our 2018 report, “Who'’s

Behind ICE: The Tech and Data Companies Fueling
Deportations,” which documents the many ways
that advanced technologies and tech companies
have already become embedded in the immigration
policing and migrant control regime in the United
States. We have remained steady analysts of the
practices and narratives of DHS, and the orientation
of each successive administration in growing its
power, personnel, and technological reach. Over the
past nine years, we have witnessed and advocated
against how DHS has whittled away at rights while
gaining more and more resources to expand its
interior policing power and global reach.

In this report, we analyze how DHS functions as

the foundation of a security state that is amassing
and exercising increasing control over the US
interior. We consider how venture capitalists and
executives of large tech companies are being
incorporated into this project through large federal
contracts and the development of new technologies
considered mission critical for DHS. Powerful ties
between tech oligarchs and the security state are
cemented through lobbying, campaign donations,

But the story of this momentis
not only about the expansion
of state power.Itis also about
who is helping build it, profit
fromit, and increasingly shape
it from within.



no-bid contracts, and well-placed transplants in the
US government and military. We also analyze the
way that new technologies used by DHS, many of
which are empowered by artificial intelligence, large
language models, and predictive algorithms, are
increasingly incorporated in immigration policing in
the US interior. In our inventory of DHS's surveillance
technologies, we also trace linkages between these
technologies, tech oligarchs, the security state, and
authoritarian control.

Immigrants remain the primary targets of the
surveillance, detention, and deportation systems
examined in this report. But the infrastructure built
to target immigrants does not stop with immigrants.
The same technologies used to identify, track,

and deport hon-citizens also collect and analyze
information about family members, neighbors,
coworkers, journalists, protesters, and entire
communities. Biometric databases, social media
monitoring, location tracking, license plate readers,
and Al-powered analytics extend far beyond the
border and far beyond immigration enforcement.
What is built in the name of controlling migrants
increasingly becomes a tool for monitoring society
as awhole.

Homeland Security

Born in the aftermath of 9/11, the Department of
Homeland Security (DHS) was founded as a key
institutional home for the “War on Terror,” tasked
with overseeing “homeland security”—a vague and
overly expansive mandate that has grown policing
power domestically and globally” DHS embodies

a paradigm of “national security” governance that
has allowed the federal government to maximally
enforce draconian immigration laws passed in
19968 and to erode or dismantle laws protecting
key civil rights as well as basic tenets of democracy;,
including transparency, accountability, legal norms
to protect human rights, and respect for pluralism.
The perpetual state of emergency that guides
DHS has provided the political cover to divert

an unprecedented amount of federal resources
into building the surveillance infrastructure and
repressive migration control apparatus we are
confronted with today.
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The perpetual state of
emergency that guides

DHS has provided the
political cover to divert

an unprecedented amount

of federal resources into
building the surveillance
infrastructure and repressive
migration control apparatus
we are confronted with today.

The extremely aggressive agenda being pursued
by the Trump administration builds off logics and

a policing apparatus that have been embraced

and fortified by each administration that has
overseen DHS. Over the last 25 years, subsequent
administrations have shifted the target, however
slightly, on how to define “security” and who is
consequently deemed as a “threat.” But every
administration has invested heavily in furthering the
momentum of DHS, building on the idea that more
control, punishment, and policing to protect against
named threats—however spurious—is legitimate.

DHS has a tremendous amount of power and
agency to pursue its mandate due to a criminal legal
system that justifies its practices and the leeway
that the courts, Congress, and the executive have
granted it across presidential administrations. The
Trump administration has pushed the boundaries
of the law even further, expanding the zone of
lawlessness in which DHS operates. Today, the
deportation agendais being weaponized to
dismantle rights beyond immigration, including
dismantling the social support systems, the states’
protection of voter registration records,° the
suppression of free speech" and peaceful protest,”?
and the widespread use of racial profiling™ and
extrajudicial punishment* among others.



Key Terms

Below we define some key terms that we use
throughout this report.

We use “tech oligarchy” to refer to a group of
technology executives, investors, and corporations
whose economic power increasingly translates into
political power. These tech oligarchs are extremely
wealthy and powerful. Many of the companies
shaping artificial intelligence, cloud computing,
data analytics, and digital infrastructure are no
longer simply government contractors. Their
executives and investors are increasingly helping
shape government priorities, policies, and spending
decisions.

Venture capital (VC) plays an important role in this
story. Venture capital firms provide financing for
startups and early-stage companies. Traditional VC
firms like Founders Fund and Andreessen Horowitz,
as well as corporate VC firms like Google Ventures
and NVentures (Nvidia), are ultimately funded and
controlled by Big Tech companies. VC firms invest
in portfolio companies, sometimes referred to here
as “VC-funded companies,” including surveillance,
defense, and Al companies that receive government
contracts. These companies, some of which are

already listed on public markets—or on the verge of
being listed—include Palantir Technologies, Anduril
Industries, SpaceX, OpenAl, and Anthropic, as well
as many smaller, lesser-known startups in different
stages of development.

Artificial intelligence (Al) is “a machine-based
system that can, for a given set of human-defined
objectives, make predictions, recommendations or
decisions influencing real or virtual environments.”®
In the context of immigration policing and national
security, Al canincrease the speed and scale of
surveillance, allowing agencies to process vast
amounts of biometric, social media, geolocation,
financial, and government data. DHS Al will help
make automated decisions on immigration relief
and benefits and on decisions relating to targets,
arrests, detentions, and deportations. The concern
is not Al alone, but how these technologies are
being deployed within a rapidly expanding security
apparatus that faces limited public oversight and
accountability.

Introduction
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Our Research

This report is based on the collection and analysis
of awide variety of sources. Private-sector
contracts with federal agencies were monitored

on USAspending.gov, while active solicitations

were researched on SAM.gov (System for

Award Management). Public records requests,
sometimes followed by Freedom of Information

Act litigation, were submitted by collaborating
organizations on various subijects, particularly with
the Department of Homeland Security (DHS) and
its component agencies, to obtain full copies of
government contracts, communications, and related
documentation. Government publications such

as executive orders and press releases, as well as
budget and legislative documents, were extensively
consulted, as was the DHS Al Use Case Inventory.

Corporate research on tech-sector investment was
conducted using both open-source and proprietary
financial platforms, including:

» US Securities & Exchange Commission (SEC)
= State business registries

= Corporate presentations, press releases, and
industry publications

= S&P Capital I1Q (publicly traded companies)
= Preqin (private equity)
= Crunchbase (venture capital)

Revolving-door research draws on various public
sources, including:

= Lobbying Disclosure Act federal database

+ Federal Election Commission campaign finance
data

= Personal financial disclosures (executive and
legislative)

Investigative and industry reporting from a wide
variety of journalists was invaluable to the research
process for analysis and fact finding. The report also
draws on the decades of experience that its authors
have inlegal and campaign organizing, as well as
their colleagues, collaborators, and other human
sources.
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Report Structure

“The Tech Behind ICE” is made up of six sections.

It starts by discussing the centrality of DHS to the
growing security state and authoritarianism. The
second section charts how powerful actors, who

we call the tech oligarchy, and their companies,

and technologies have become enmeshed in the
federal government. In the third section, we outline
how expanded funding and political momentum has
enabled DHS to scale up its policing apparatus since
the beginning of the second Trump inauguration,
fueling its ability to enact mass deportation and
associated harms. The fourth section highlights
how the funding has been used to grow federal
investment in surveillance and policing technologies
and the role of DHS as a tech sandbox, and how
DHS has been accelerating its use of Al. In the fifth
section, we detail key technologies that ICE, CBP,
and other DHS agencies rely on. These technologies
enable DHS to surveil and exercise force against
non-citizens and citizens dlike, justified through

the lens of homeland security and the threat of
“domestic terrorism.” The final section of this report
examines where these systems are vulnerable and
how organizers, advocates, workers, policymakers,
and communities can act to challenge them.
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1. The Architecture of Authoritarianism

Trump campaigned on a promise to enact a brutal mass deportation campaign.’® In his
second administration, he has dedicated significant financial and political resources to
maximize the power of the legal and material apparatus that he inherited. Aided by a legal
regime that facilitates mass deportation without meaningful due process, the Trump
administration is also pushing the boundaries of the constitution and executive power.

The Department of Justice (DOJ), the agency
responsible for enforcing federal law and protecting
the rights of all people in the United States, has
increasingly operated as an extension of DHS.
Rather than serving as an independent check on
government power, DOJ has focused on expanding
DHS's enforcement authority, weakening due
process protections, and defending DHS and White
House officials from judicial scrutiny and oversight.

Cruel by Design

This moment is ripe with abusive and extreme
government actions. Under the guidance of
presidential advisor Stephen Miller” the second
Trump administration has aggressively pursued
avenues to maximize its border control and
deportation agenda. While they are certainly
pushing the boundaries, and at times arguably
violating laws,'® their ability to enact their agenda

is facilitated under the “rule of law,” due to the
existence of extremely punitive and restrictive US
immigration laws. The US currently has a draconian
governing immigration because of two major legal
watersheds: first the extremely exclusionary and
punitive immigration laws passed in 1996 and the
deterioration of rights™ following the founding

of DHS in 2003. The 1996 laws increased border
policing, enhanced penalties for unauthorized entry;,
and significantly grew the ability of the government

to exclude, detain, and deport people at a mass scale

through provisions such as mandatory detention
and deportation. The creation of DHS turbocharged
the government’s power to enforce these laws, and
its paradigm of “homeland security” governance
activated broad corporate interest.

In 2025, Immigration and Customs Enforcement
(ICE) acting director Todd Lyons stated, “We need
to get better at treating this like a business.” Lyons
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said he wanted to see a deportation process “like
[Amazon] Prime, but with human beings.”?° With the
second Trump administration, the power of DHS
and its immigration enforcement agencies has
only expanded. In the third section of this report,
we address dramatic increases in ICE and CBP’s
budgets, personnel, and overall infrastructure to
deport more people faster. The administration’s
efforts to accelerate deportations have taken
multiple forms: pressuring people to self-deport?
through attrition and fear;?? closing avenues to
remain legally; new arrangements to deport people
to “third countries;” expanding expedited removals
and eroding the immigration courts—to name just a
few.

Even as DHS claims it is adhering to policy, it
continues to hollow out internal safeguard sub-
agencies, including the Office of Civil Rights and
Civil Liberties (CRCL).2% It recently laid out plans to
decrease the size of the Office of the Inspector
General (OIG), a watchdog agency that performs
audits of DHS personnel and contracts, and
operations policies.?* It has also substantially
undermined the immigration courts, complicating
demands for “due process” in this politicized court
system.®

In 2025, Immigration and
Customs Enforcement acting
director Todd Lyons stated,
“We need to get better at
treating this like a business.”
Lyons said he wanted to see
adeportation process “like
[Amazon] Prime, but with
human beings.”



New “War on Terror”

Trump was reelected on a campaign based on
narratives of criminalization, exclusion, and state
violence enacted with brute force. His second
presidency exhibits a culmination of the “War on
Terror” while also intensifying and pushing its
boundaries. The founding of DHS in 2002 nhormalized
the centrality of migration policing and deportation
in US governance, as well as the determination of
what is “national security” and who is and is not a
“terrorist” in the executive branch.2é The ongoing
“War on Terror” revealed that broad categories

of people—such as Muslims, non-citizens, people
protesting state violence—can be subject to
indefinite detention, cruel treatment, exile, or even
death, with few or no legal protections so long as
they can be labeled as “threats.”

The power of DHS has been further expanded
through the government'’s framing of unauthorized
migration as a national security issue, which
legitimates a military response. To achieve its
maximalist program, the administration’s approach
includes conflating migrants with “potential
terrorists, foreign spies, members of cartels, gangs,
and violent transnational criminal organizations,
and other hostile actors with malicious intent.”?’ In
2025, the administration called for the deportation
of hundreds of alleged gang members, stating they
were conducting “irregular warfare” against the
United States.”® The president invoked the Alien
Enemies Act, which was passed in 1798 and last
used during WWII, allowing presidents to intern or
expel foreign nationals from an enemy state without
a hearing or due process. The Alien Enemies Act was
used to deport primarily Venezuelan nationals to the
Terrorist Confinement Center (CECOT) mega prison
in El Salvador, without presenting any evidence.?®
According to a 2025 report by Human Rights Watch,

people were tortured during the two months they
were incarcerated in El Salvador*°

Beginning with the prosecution and removal
proceedings against pro-Palestine activist
Mahmoud Khalil®' and the September 2025 Executive
Order that declared “Antifa” a domestic terrorist
organization,®? the administration has issued several
executive orders®® and policies that collapse national
security, counterterrorism, and political opinion into
a single, dangerous framework that risks silencing
dissent, eroding civil liberties, and hardening an
authoritarian style government.

On September 25,2025, the Trump Administration
released its most comprehensive framework,
National Presidential Security Memorandum-7
(NPSM-T7), which offers a chilling view of the creation
of the new “domestic terrorist.” People, institutions,
foundations, or entities that espouse views that

are “anti-American,” “anti-capitalist,” or “anti-
Christian” could face investigations or reprisals by
the multi-jurisdictional Joint Terrorism Task Forces
(JTTFs).3%In the 2027 budget request to Congress,
the administration requested funds for a new FBI
crime center focused on a set of “indicators” of
potential domestic terrorism. On top of this, a 2026
counter-terrorism strategy memo provides that
DHS will play a key role in identifying and neutralizing
“violent secular political groups whose ideology

is anti-American, radically pro-transgender, and
anarchist.”®

As DHS scans social media for “anti-American”
content®*® and DOJ initiates investigations of
people critical of ICE on social media,* these
memos herald the use of even more invasive Al-
enabled surveillance that will enable repression
and retaliation by the Trump Administration against
anyone deemed a threat to its agenda.

Labeling speech, conduct, or groups as “anti-American”
because they are “anti-capitalist,” “pro-migration,” or
“pro-racial-justice” has laid the groundwork for categorizing
people as “domestic terrorists,” enabling surveillance,
detention, deportation, and the destruction of lives and
communities under the guise of security.

1. The Architecture of Authoritarianism
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Testing Legal Limits

The Trump administration’s extreme migration goals
are not taking place in a vacuum. Rather, they are
fueling brutal attacks on our core institutions and
universal rights. Under the Trump administration,
DHS has unleashed a campaign of violent

practices and retaliatory tactics that have been well
documented by journalists, human rights observers,
and city officials. In short, DHS's implementation of
their mass deportation project has injured or killed
more people than they disclose®® and this year, more
people have died in immigration detention thanin all
previous years following 2004.2° CBP and ICE shot at
over a dozen people between September 2025 and
February 2026.4° By the end of April 2026, sixteen
people had died inimmigration custody alone,
exceeding the total number of deaths in 2024

From the outset it was clear that the administration’s
most public immigration enforcement efforts
targeted cities and states that had passed
sanctuary city policies, often led by Democrats®—

a clear retaliatory attack on the administration’s
political opponents and protections for immigrants.*
These attacks most recently culminated in
Operation Midway Blitz (Chicago), Operation Metro
Surge (Minneapolis/St Paul), and others. When

the constitutionality and violence of these efforts
were challenged, instead of providing independent
federal oversight, DOJ functioned as DHS's law

firm, justifying increasingly extreme operations

and tactics such as the killing of protesters and
observers like Renee Goode and Alex Pretti?

DOJ has invoked fringe legal arguments—from the
lower courts to the Supreme Court—to aggressively
unravel due process protections in laws and policies
or upend bedrock legal interpretations, such

as birthright citizenship, by invoking fringe legal
arguments.* DOJ, which oversees immigration
courts and their judges,* has sought to enforce “no
bond” detention policies, in favor of keeping people
locked up indefinitely, or has deported people to third
countries after unilaterally revoking humanitarian
protections. These actions taken together center
DOJ as a key enabler of DHS's grab for limitless
policing power.

1. The Architecture of Authoritarianism

Excerpt from memorandum
implementing National Security
Memorandum-7: Countering
Domestic Terrorism and Organized
Political Violence

Office of the Attorney General,
December 4,2025

“Particularly dangerous are those
acts committed by violent extremist
groups that threaten both citizens’
safety and our country’s ability to
self-govern. These domestic terrorists
use violence or the threat of violence
to advance political and social
agendas, including opposition to law
and immigration enforcement;
extreme views in favor of mass
migration and open borders;
adherence to radical gender ideology,
anti-Americanism, anti-capitalism, or
anti-Christianity; support for the
overthrow of the United States
Government; hostility towards
traditional views on family, religion,
and morality; and an elevation of
violence to achieve policy outcomes,
such as political assassinations. The
recent attacks fueled by these
agendas and ideological frameworks
require a robust response. The JTTFs
shall prioritize the investigation of
such conduct.”

14



Judges in federal and immigration courts have
accused DHS and DOJ of misrepresenting facts and
outright lying,*” with the maijority of these concerns
occurring in immigration enforcement related
matters.®® Thousands of lawsuits have been filed
against the Trump administration, primarily against
new mandatory detention policies that have left
thousands of people ineligible for bond.*® As DHS
deploys more invasive surveillance, the agency
continues to test the limits of its executive authority
against the Fourth Amendment'’s protection against
unlawful searches and seizures and other due
process rights by arresting and detaining people
without limits and blocking access to their lawyers.®°

As part of the broader agenda of the Trump
administration, DHS, DOJ, and White House are
pursuing a radical strategy to criminalize dissenting
speech and conduct, which we describe above as
the “New War on Terror.” These new strategies follow
the first Trump administration’s practice to directly
retaliate against many noncitizens who spoke

out against ICE detention or family separation.”'
While the Trump White House pursues personal
vendettas against political opponents,?? the DOJ
has initiated investigations of ICE critics and
prosecutions of protestors, people who criticized
the government, and people arrested during
immigration operations,® and has accused people
of attacking or interfering with officers.>* DOJ is
already prosecuting organizations and people to
drain resources, intimidate supporters and allies,
and chill dissent.®® As a result, DHS has been the
subject of lawsuits around the country for violating
the First Amendment rights of legal observers and
journalists, who have found themselves shot at,
pepper sprayed, or assaulted.?®

However, the administration is pursuing a far
broader project: building the surveillance and
prosecutorial infrastructure to target individuals
and groups who hold views opposed by the Trump
Administration. Reports of a DHS and DOJ “Antifa”
watchlist that collects information on individuals
and networks of legal observers, protesters, and
dissenters raise profound First Amendment and
privacy concerns.’” Labeling speech, conduct,

or groups as “anti-American” because they are
“anti-capitalist,” “pro-migration,” or “pro-racial-justice”

1. The Architecture of Authoritarianism

has laid the groundwork for categorizing people
as “domestic terrorists,” enabling surveillance,
detention, deportation, and the destruction of lives
and communities under the guise of security.%®

Mahmoud Khalil's attorney called out the
government’s violation of his First Amendment
rights, "Federal courts have already agreed that
Mahmoud was targeted for his speech, and there
is likely much more evidence of the government’s
unlawful retaliation that has yet to come to light.”®
A judge described the DOJ prosecution of Kilmar
Abrego Garcia as retaliation, specifically “an
abuse of prosecuting power,” for filing a lawsuit
that challenged his detention and removal ® This
approach reflects a growing pattern in which DHS
powers are used not only to police migration but also
to discourage criticism of government policy.

Technology of Control

These violations are compounded by new invasive
surveillance technologies—from spyware to data
brokerage to drones. In Section 5, we document a
wider variety of these technologies and how they
are used for mass deportations and detentions,
spying, and retaliation against those who criticize the
government or exercise their constitutional rights
against government abuse.

DHS technologies include tools that can hack
devices, take face scans and license plate numbers
from a distance, and instantaneously deliver
personal and sensitive information about a person
in seconds.®' These technologies, many of which
are Al-enabled, scan social media accounts to
determine if a person can be denied a visa for their
political views, analyze license plates to determine
if a car participated in ICE watch, and send drones
to monitor observers or targets.5?2 Because these
technologies are rapidly being integrated into
operations targeting immigrants—surveillance,
arrests, deportations, prosecutions, detention, and
border policing—they are enabling the government
to expand its capacity to monitor, target, and
intimidate political opponents with no transparency
or accountability. As DHS ramps up surveillance
against ICE critics and legal observers, Tom Homan,
DHS's border czar, said he wanted to create a
database to make “famous” those “who impede
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DHS technologies include
tools that can hack devices,
take face scans and license
plate numbers from a distance,
and instantaneously deliver
personal and sensitive
information about a personin
seconds.

ICE."®® In other words, the tools within the inventory
can enable government repression at scale. This
is particularly concerning given the activation of
“domestic terrorism” as ajustification for policing
dissent.

Even though many of these technologies are
deployed without oversight, metrics, or constraints,
tech companies supplying DHS continue to claim
that surveillance technologies are benign.®*

Some tech CEOs have positioned themselves

as defenders of the Constitution or civil rights

even as they received contracts during the peak

of immigration enforcement surges in Chicago

and Minneapolis. In a disturbing letter to Palantir's
investors in February 2026, CEO Alex Karp claimed
that Palantir products should be viewed as the best
guardians of the Fourth Amendment’s protections
against unreasonable search and seizure %

This bold claim s, at the very least, premature,
because current and previous DHS accountability
mechanisms rely on DHS and their contractors to
police themselves.®® Critical civil rights questions
remain about the impact on civil, privacy, and
consumer rights and the likelihood of errors within
these programs. There is no mechanism for the
public to determine whether DHS unlawfully extracts
sensitive information or biometrics, breaks privacy
laws, produces systemic errors, or requires consent
or awarrant.

In one important example, since last year, ICE and
CBP agents have been using Mobile Fortify” an
Al-enabled facial-recognition app. Agents use their
phones to capture images of peoples’ faces, to carry
out street-level surveillance and real-time “identity
checks,” including against legal observers engaged

1. The Architecture of Authoritarianism

in constitutionally protected activities like the
recording of police orimmigration enforcement.®
In Minnesota and lllinois, legal observers reported
CBP or ICE agents photographing them and

their vehicles with smartphones.®® In Maine, a

First Amendment lawsuit claims DHS used their
“significant surveillance capabilities,” including
Mobile Fortify, to retaliate against and intimidate
observers filming ICE arrests and enforcement.”®
During Chicago’s Operation Midway Blitz, patrolling
CBP agents snapped photos of people’s faces to
“verify” US citizenship, a practice raising serious
legal issues.” Across the country, DHS told ICE

to watch observers that they then placedina
domestic-terrorist or “Antifa” database; others were
told the app functioned like an instant identity check,
returning names and addresses immediately.”? In
Chicago, DHS did not ask for consent, used the
app on minors,” and has not released any policy
related to its use of Mobile Fortify, despite multiple
Congressional requests. ™

As DHS agencies deepen their use of predictive
technologies, facial recognition, social media
monitoring, and data-sharing systems, these

tools are increasingly positioned not only against
immigrants, but against journalists, organizers,
protesters, and political opposition more broadly. The
rapid normalization of these technologies signals
the expansion of a far more pervasive state capacity
to undermine constitutional rights and democratic
freedoms on a much larger scale.

DHS's adoption of new technologies for surveillance
of immigrant and non-immigrant populations is
detailed in the fifth section of this report. More
immediately, this report next turns to the power and
influence that major actors in the tech sector have
in shaping the security state and this authoritarian
moment.
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2. Follow the Money:

Revolving Door to Corner Office

The “revolving door” of elected officials or personnel leaving a government position to work
at a corporation, or vice versa, is a well-known pattern of corporate entanglement with
governance. Currently we are experiencing a new chapter—corporate executives, including
tech oligarchs, are notably embedded within the new administration in ways that arguably give
them substantial influence on visioning and directing the security state and the war machine.

This has been accompanied by a marked increase
in private capital investment in military technology—
in 2024, venture capital invested $31 billion in
military-related companies, 33% higher than the
previous year.® Tech oligarchs, with their sights set
on lucrative and stable Pentagon funding, not only
benefit from the “revolving door,” but now occupy a
“corner office.”

The Tech Gilded Age

In January, the US Federal Reserve released data’™
showing 1% of the population now control over a
third of all wealth in the country.”” This represents the
widest wealth gap registered in the United States
since the Federal Reserve began keeping track,

and it is the product of bipartisan policy choices
that promote a broken tax system and race-to-
the-bottom austerity. Billionaire wealth rose over
16% in 2025, after Trump’s second inauguration,
toits highest level in history, driven in large part

by a US stock market in which the “Magnificent 7"
tech stocks account for more than a third of total
market capitalization.”® Tech wealth, in particular, has
exploded over the past 18 years.”™

The United States now leads the world in the
number of billionaires—900 billionaires, which is
around one-third of all billionaires globally.2° As of
June 2026, the world’s 10 richest individuals, nine of
them based in the United States,®' held a combined
wealth of roughly $2.9 trillion—an amount more than
the GDPs of all the countries in the world, except
for the top seven.? Nine of the richest 10 are tech
oligarchs. Analysts have compared the present
moment to the Gilded Age, a reference to the 30-
year period from 1870 to 1900, which was marked by
extreme inequality.?® Meanwhile, millions of people
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in the United States are trapped by persistent,
multigenerational poverty caused by political
and economic disenfranchisement.? Economic
marginalization is racialized, disproportionately
impacting Black and Latinx communities.®

Forcing working people to focus on securing the
survival of their families on a month-to-month

(or day-to-day) basis reduces the capacity of the
maijority to organize for better conditions. It also
gives the wealthiest a free hand to influence law and
politics in a manner that favors the concentration of
resources at the expense of the maijority.

Changes to campaign contribution laws have
created a situation in which the richest people in the
nation spend unimaginable amounts of money to
influence elections and shape the political agenda.
Recent reporting reveals a 50-year effort by some
of the wealthiest families in the nation to undo any
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limits to campaign finance laws.2® The Supreme
Court’s Citizens United decision in 2010 lifted
caps on campaign contributions by corporations,
opening the floodgates for corporate power over
democracy®’

Recent electoral cycles have seen sectors including
cryptocurrency and Al, as well as tech billionaires—
many of whom are venture capitalists—emerge as
campaign donation heavyweights.® These sectors
are deeply bound to arms manufacturing and
military industries. The first venture capital firmin
the US was founded to profit from new technologies
developed for use in WWII, and the role of military
spending in turning Silicon Valley into a tech hub is
well documented.®

The influence of astronomically wealthy, power-
hungry venture capitalists promises unchecked
development of deadly new technologies, a massive
expansion of the US military bureaucracy, and US
foreign policy primed for more endless war.*°

Innovation for “Democracy”

In January 2026, the Department of Defense
issued its “Al acceleration strategy,” encouraging
Alimplementation and experimentation across the
military, supporting investment in Al infrastructure,
and the pursuit of major Al-powered projects.”

Just six months later, research found that venture
capital-led by Anduril Industries—has invested
billions in military tech, including Al-powered military
systems.® These investments promise to be
rewarded as the 2027 federal budget includes record
Pentagon funding estimated at nearly $1.5 trillion.*

While the prime contractors still play a central

role in US militarism,** venture capital firms have
been positioning themselves as essential to the
“modernization” of the Department of Defense (now
rebranded as the Department of War).

Prominent venture capitalist tech innovators have
espoused varying theories of what is needed for
democracy and the future of US national security,
tying their business model to being key providers
of technological innovation to the US military and
DHS. Palantir's website states: “We built Palantir to
ensure the future of the West, not to tinker at the
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Some highlights of tech oligarchs and
the current administration.

David Sacks

Former COO of PayPal, VC investments
in Palantir and SpaceX; Top adviser

on Al and cryptocurrency, co-chair
President’s Council of Advisors on
Science and Technology.''

Est. net worth: S2 billion."®?

Marc Andreessen

Co-founder of Andreessen Horowitz
(also known as a16z). Involved with
staffing for DOGE.'63

Net worth: $1.9 billion."®*

Palmer Luckey

Founder of Anduril Industries.
Suggested rebranding to “Department
of War."165 Now valued at $31 billion,
80% of Anduril's revenue is from US
government. A former Anduril employee,
Antoine McCord, is now the Chief
Intelligence Officer and Chief Al Officer
at DHS. McCord was given control

over the DHS Office of Biometric
Management in August 2025.'66

Net worth: S5 billion."’

Peter Thiel

Venture capitalist with an extensive
network (through monetary, social,

or work connections) in the current
administration, including VP JD Vance;
Jacob Helberg, Under Secretary of
State for Economic Affairs; Gregory
Barbaccia, US Chief Information
Officer; Jim O'Neill, Deputy Sec of HSS;
and Michael Krastios, Director of Office
of Science and Technology Policy, and
more.

Net worth: $27.6 billion.¢8

Elon Musk

One of Trump’s top donors and hired as
a “special government employee” and
tasked with running the Department of
Government Efficiency (DOGE). Musk’s
companies’ contracts with the federal
government are estimated at over $38
billion.'6®

Net worth: $1.2 trillion.”
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margins.”® In 2009, its co-founder Peter Thiel wrote,
“I no longer believe that freedom and democracy are
compatible.”®

Anduril's 2022 mission document, “Rebooting the
Arsenal of Democracy,” calls for a new breed of

agile tech companies to lead innovation in the US
military.?” Anduril CEO Palmer Luckey, also a longtime
Trump supporter, has advocated for the removal

of allundocumented immigrants on account of

their being a threat to democracy—“we cannot let
them stay.”® Luckey was named the “It Guy of the
booming defense-technology industry” in a New
York Times feature from March 2026.%° Following the
election of Trump in November 2024, Anduril’s Luckey
expressed that the incoming administration would
be good for tech startups®Building its fortune on
border surveillance technologies and autonomous
fighter jets, Anduril is seen as key to the 21st-
century US military. His company has netted over
half a billion dollars in federal contracts building Al
drones intended for border surveillance and migrant
crackdowns® In 2024, Anduril reportedly derived
80% of its revenue from US government contracts!®

Andreessen Horowitz launched American
Dynamism in 2022, a techno solutionist fund that
states that it is “vital” for start-ups to solve “serious
American problems”—from national security and
public safety to housing and education!® The
embrace of this vision by the administration came

Anduril’s 2022 mission
document, “Rebooting the
Arsenal of Democracy,” calls
for a new breed of agile tech
companies to lead innovation
in the US military. Anduril

CEO Palmer Luckey, also a
longtime Trump supporter, has
advocated for removal of all
undocumented immigrants on
account of their being a threat
to democracy—“we cannot let
them stay.”
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through in 2025 when Vice-President Vance spoke
about how the Trump administration is embracing
American Dynamism/°4

Palantir CEO Alex Karp's 2025 book The
Technological Republic: Hard Power, Soft Belief
and the Future of the West, outlines his belief

that the United States is in an Al arms race, that
Silicon Valley must get involved in “fighting violent
crime,” and that “some cultures have produced
vital advances; others remain dysfunctional and
regressive.”% Although Karp claims to believe in
freedom and democracy, The Technological Republic
is best understood as a manifesto for a securitized,
militarized, and highly surveilled future.

The Future of War

One indicator of the accelerating tech-military
partnership is the recent military appointment of
employees from specific tech companies. Last
June, the US Army launched Detachment 201,
which it dubbed the Executive Innovation Corps,
and announced the first intake of Army Reserve
Lieutenant Colonels drawn from the tech sector:
Palantir's Shyam Sankar, Meta's Andrew Bosworth,
OpenAl's Kevin Weil and Bob McGrew from Thinking
Machines°¢ An Anduril employee was nominated for
Army Under Secretary and sworn in on September
22,2025

This is just one manifestation of how tech and
venture capital firms have become increasingly
integrated within the US government—the
outcome of a concerted effort to make technology
and military corporations central to modern
warmaking%®

Months after 9/11, Secretary of Defense and
corporate strongman Donald Rumsfeld pushed

for increased private sector involvement at the
Pentagon, giving “a small group of venture capitalist
consultants” access to the largest military budget in
the world—an initiative with its roots in the neoliberal
turn under President Reagan.® Over the decades
that followed, venture capital has become even more
intertwined with the growing sphere of securitization,
surveillance, and tech for war. Two of the most
powerful tech oligarchs—Thiel and Musk—were

early beneficiaries of the Pentagon’s private sector
orientation.™
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The ties between Silicon Valley and the Pentagon
run deep" The internet would not exist without US
military funding" Palantir and Anduril, both core
military contractors—were founded with funding
from In-Q-Tel (IQT), a non-profit launched by the CIA,
to bridge the gap between the national security
establishment and tech innovation

The Pentagon’s flagship Al initiative, the Artificial
Intelligence Rapid Capabilities Cell is run by
departments that have effectively outsourced it

to Palantir, Anduril, and Generative Al companies
like Open Al™ The people running the initiative
essentially serve as proxies for Palantir and Anduril
investors, among them David Sacks and Michael
Kratsios, who are the co-chairs of the President’s
Council of Advisors on Science and Technology™

The US Military—Tech’s Golden Goose

The Trump administration’s unprecedented $1.5
trillion military budget request for 2027 is just one
more golden goose for the tech interests. It contains
amassive increase in funding for new tech, with
$53.6 billion proposed for the mass procurement

of drones, counter-drone systems, and uncrewed
logistics systems; $46 billion for Al infrastructure
and “disruptive capabilities”; and $171 billion for the
unfeasible Golden Dome missile defense project™

As described in section three of this report, a
massive expansion in DHS funding is linked to a
parallel expansion in new federal contracts for Al,
surveillance technology in immigration enforcement,
and bordering. Venture capital-funded companies
can be expected to land major windfalls from these
funds, including those affiliated with the Trump
family"”

Figure 1 charts total annual funding obligations
awarded by the US government to the 100 largest
venture-backed startups in generative Al, defense,
and security technology, the very firms funded by
the very tech oligarch investors mapped throughout
this analysis. The trajectory is unmistakable:

after more than a decade of modest, incremental
growth hovering below $1billion annually, a steep
rise begins in 2020, skyrocketing from nearly $1.5
billion that year to nearly $6 billion by 2025. This
explosive growth does not reflect a natural market
evolution. It is the material signature of a deliberate
campaign by venture capital-funded companies,®
and accelerated under an administration receptive
to their vision.

Through various rounds of funding, money flows
from venture capital firms—as well as the venture
arms of big tech companies—to military and
security tech startups. These companies then

Figure 1 Government awards to surveillance, defense, and Al companies founded by tech oligarchs

Total Obligations

$6,000

$5,000

$4,000

$3,000

$2,000

$1,000

MILLIONS

2008 2012

2020 2024

Source: Empower LLC, with data from USAspending.gov and Crunchbase.
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Figure 2 The Money Flow to the Tech Oligarchy’s Startups
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reap the benefits of big government contracts
from departments such as DHS, the Department
of Defense, NASA, and the Department of Energy,
among others. Figure 2 illustrates some of these
money flows.

The wealth that the tech oligarchs are gaining
through federal funding is coming at great cost
to basic human needs and the planet. An analysis
of the president’'s 2026 budget request found
that over 75% was for military and police—shifting
funding from housing, health, education and what
the administration labels “woke programs™™—as
depicted in Figure 3.

The president’s current budget request of an
unprecedented $1.5 trillion includes a 42% increase
for war, further threatening cuts to essential
necessities, such as affordable health care and
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food?° Rather than funding militarized solutions,

a trillion-dollar budget allocation for human needs
could address national nursing and teacher
shortages, provide health care to millions, erase all
medical debt, replace lead pipes for safer drinking
water, build high speed rail, and more?’

Policy and Influence

Lobbying and campaign contributions are the

two most transparent mechanisms for bending
public policy in favor of corporate interests. The
constellation of venture capital firms and portfolio
companies tied to Thiel, Andreessen, David

Sacks, and other investors aligned with the Trump
administration have made a concerted effort to gain
favorable treatment in matters of regulation and
procurement through both avenues.
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Figure 3 Comparison of Trump’s budget request for war versus
public investment®

US budgets less for improving lives, more for ending them

Discretionary spending by function, constant 2026 dollars

War
$1.5T
$1.4T

1.2T

800B

600B

Public
4008 investment
$432.3B

200B

2017 "8 19 20 pal 22 23 24 ‘25 '26 27
Request

Amounts: discretionary funding plus supplemental discretionary funding via reconciliation. Budget function 050
in war category; others minus 700, 750 in public investment. Data: OMB, CRS. More: stephensemler.com
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Campaign Contributions

The storied images of the tech oligarchs, including
Mark Zuckerberg (Meta), Jeff Bezos (Amazon),
Sundar Pichai (Google), and Elon Musk (Tesla, X,
SpaceX, Starlink), at the 2025 inauguration was
understood as signaling their alignment to the Trump
agenda.?

In 2024, 10 individual wealthy donors supplied
nearly half the money raised by Trump’s election
campaign.? Musk, the sole tech figure among the

Table 1 Political Contributions

top three individual donors, donated $290 million
and was subsequently appointed as a special
government employee, given access to the Treasury
Department’s payment systems, and empowered to
restructure federal agencies through DOGE.

Thiel was an early supporter of Trump’s presidential
bids, donating over S$1million to the 2016 campaign.
He went on to donate $15 million each to the 2022
US Senate campaigns of two former employees. In
a campaign finance experiment akin to a long-shot
VC investment, he donated a record $15 million to

a Super PAC supporting 2022 Republican Senate
candidate JD Vance in Ohio and another $15 million
to one supporting Blake Masters in Arizona® One
of his bets paid off doubly, when Vance—a former
Andreessen Horowitz-backed entrepreneur who had
been cultivated by Thiel's network for years™—was
selected as Vice President shortly after winning a
Senate seat.

Palantir CEO Alex Karp is another maijor Silicon
Valley figure who has been described as moving
from “Biden donor to Trump enabler,” donating $1
million dollars to Trump’s 2024 inauguration?® As
seenin Table 1, the 2024 Trump campaign saw a
wave of new campaign contributions from a cohort
of Silicon Valley founders and investors, led by Musk
and rounded out by younger multi-billionaires Joe
Lonsdale and Palmer Luckey.

Meta, Amazon, Google, and Microsoft, as well as
Apple CEO Tim Cook, and OpenAl CEO Sam Altman,
all donated at least $1 million to Trump’s inaugural

Donor 2916 _Trump 2(_)20 _Trump 2(_)24 _Trump
contributions (USD) contributions (USD) contributions (USD)

Marc Andreessen - - 6,133,700
Ben Horowitz - - 2500,0007
Joe Lonsdale - - 1,000,000
Palmer Luckey 110,000 1,661,600 400,000
Elon Musk - - 290,000,000
David Sacks - - 7901008
Peter Thiel 1497300 - -

Source: US Federal Election Commission.
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fund?” While these big tech companies and CEOs
did not make significant contributions to the Trump
campaign itself, the coordinated, symbolic gesture to
fund the inauguration indicated a dramatic shift and
anew political understanding—one that is aligned

on tech-sector deregulation to proliferate Al and
crypto, as well as growing access to lucrative federal
military and DHS contracts?®

Lobbying

On the lobbying front, expenditures by the venture
capital firms of Trump’s highest profile tech allies—
Thiel, Lonsdale, Sacks, and Andreessen—and their
defense, surveillance, and Al portfolio companies
have increased astronomically in recent years, more
than quadrupling since 2020 to some $47 million by
2025 (see Figure 4). SpaceX and Palantir are leaders
in lobbying contributions—Palantir ($9.4 million) and
SpaceX ($4.8 million) accounted for 30.5% of 2025
lobbying by these companies ($46.5 million). For
purposes of comparison, this is more than big tech
cloud giants Google, Amazon, and Microsoft spent
on lobbying in 2025, combined®®

After SpaceX and Palantir, the top spenders on
federal lobbying among companies with venture
capital funding are Anduril; aerospace and defense
company Shield Al; the venture capital firm
Andreessen Horowitz itself; and Sam Altman’s
OpenAl, which won a $200 million contract with

the Pentagon in 2025 (see Figure 5). Other notable
spenders include Skydio, a major provider of drones

Figure 4 Federal lobbying expenditures by tech oligarchy ven-
ture capital firms and portfolio companies (2000-2025)
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SpaceX and Palantir are leaders
in lobbying contributions—
Palantir ($9.4 million) and
SpaceX ($4.8 million) accounted
for 30.5% of 2025 lobbying by
these companies ($46.5 million).
For purposes of comparison,
this is more than big tech cloud
giants Google, Amazon, and
Microsoft spent onlobbyingin
2025, combined.

for ICE and CBP; Scale Al, which signed a multi-
million-dollar contract in 2025 with the Pentagon
for Al agents to help with military planning and
operations;®° and Flock Safety, a license plate
recognition company that has contracts with more
than 4,800 law enforcement agencies in 49 states
and whose data has been shared by local police
officers across the country with ICE®'

As shown in the above graphic, the approximately
$200 million these companies have spent on federal
lobbying since 2000 has netted in nearly $6 billion in
federal contracts for the same group of companies.

One in four federal lobbyists are pushing Al
agendas. For example, a little-known group called
the Innovative Future Collective, founded in
December 2024 by the political fundraising firm
Fulkerson Kennedy & Company, has been quietly
flying congressional staffers on luxury trips to San
Francisco, Los Angeles, London, and New York
City™? House and Senate gift travel disclosures
indicate that these junkets take senior aides to tour
Al companies including OpenAl, Meta, Amazon,
Palantir,and Anduril, with stays at five-star hotels
like London’s Marriott Hotel Grosvenor Square.

The Innovative Future Collective’s Advisory
Committee is dominated by corporate interests: of
its 15 members, 12 are current or recent corporate
lobbyists, including at least six lobbyists for OpenAl
and the venture capital firm Andreessen Horowitz.
Another advisor is a Microsoft public policy
executive®
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Figure 5 Top 25 spenders on federal lobbying among defense, surveillance, and Al portfolio companies of tech

oligarchy firms (2000-2025)
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Profit Driven Policy

After systematically dismantling prior policy from the
Biden administration, the Trump administration has
removed guardrails, eliminated civil rights protocols,
and instituted new policies aimed at aggrandizing

Al procurement. Two planks underlie these new
policies: (1) the creation of a new regulatory
framework that incorporates MAGA hostility towards
civil rights protections of traditional minorities, and
(2) a multi-pronged plan to advance industry friendly
Al rules while attacking regulatory measures taken
by states. The architects of these policies stand to
financially benefit from these policies.

In July 2025, Trump issued an executive order
(EQ) announcing the end of “Woke Al,” through the
establishment of “Unbiased Al Principles” that,
among other things, required federal contractors
to certify that their products comply with the
Unbiased Al principles’®* The new “Unbiased Al
Principles,” now embedded in all federal Al policy
and procurement protocols, claim to adopt “truth-
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seeking” and “ideological neutrality,” without defining
what these terms mean. Despite claims that the

EO and implementing regulations herald an era

of “deregulation,”™® new ideological requirements
tied to the “Unbiased Al principles” guts legacy civil
rights and privacy laws in favor of a new expansive
regulatory framework ¢ To illustrate an application
of the new policy, the Trump administration
shockingly described DEI as such:

“One of the most pervasive and destructive of
these ideologies is so-called “diversity, equity, and
inclusion” (DEI). In the Al context, DEI includes the
suppression or distortion of factual information
about race or sex; manipulation of racial or sexual
representation in model outputs; incorporation of
concepts like critical race theory, transgenderism,
unconscious bias, intersectionality, and systemic
racism; and discrimination on the basis of race

or sex. DEl displaces the commitment to truth in
favor of preferred outcomes and, as recent history
illustrates, poses an existential threat to reliable

A / ma7
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In concert with this EO, former crypto czar David
Sacks, former Peter Thiel advisor Michael Kratsios,
and Secretary of State Marco Rubio co-authored
“America’s Al Action Plan,”® a White House strategy
that captures critical infrastructure (including the
electric grid via data centers) and recommends
investing public dollars for Al innovation so that
“America has the most powerful Al systemsin

the world.” Serving as co-chair of the President’s
Council of Advisors on Science and Technology
(PCAST), Sacks is shaping US Al policy with other
C-suite executives® He has managed to obtain
waivers from the US government to hold hundreds of
financial investments in the crypto and Al companies
who will benefit from that policy* (David Sacks has
made numerous statements about immigration,
claiming that the failure of US immigration policy is
that we have let in immigrants with “average IQs”
compared to Elon Musk of South Africa and Jensen
Huang of Nvidia)

The Al action plan echoes the abovementioned
Unbiased Al principle executive order by purporting
to support “free speech” and “truth” instead of
“social engineering agendas.” Furthermore, the Al
Action Plan instructs DOJ to litigate against state Al
laws or policies that conflict with federal policy and
proposes eliminating funding for states with their
own Al laws and policies that conflict with federal
guidance#?

o

Lastly, the Trump administration’s “deregulatory”
agenda carries deep implications for federal
procurement*® As the government is now required

Former crypto czar Sacks,
former Thiel advisor Kratsios,
and Secretary of State Rubio
co-authored “America’s Al
Action Plan” a White House
strategy that [among other
things] instructs DOJ to
litigate against state Al laws
or policies that conflict with
federal policy.
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to procure more commercial systems, companies
will rake in huge profits. Procurement over Al
systems now faces substantive hurdles because the
DHS Al strategy calls for “continuous authorization”
without “expiration dates.”** Additionally, the

White House also mandates “promoting the use of
commercial options,” including Al systems unless
they fail “unbiased Al principles” tests or other Trump
procurement requirements®

Bulldozing Guardrails and Oversight

Immediately after the announcement of its
membership in March 2026, the PCAST released

a framework for Al policy that pushes for broad
preemption of state Al laws and against “open-ended
liability” for Al firms* The preemption framework
supported by the Trump administration—and written
by its “revolving-door” venture capital allies—is
designed to override state-level Al safety and privacy
protections

The administration is pushing for a uniform
federal framework that would block states like
California, Colorado, and New York from enacting
their own, often stricter, Al regulations, ensuring
that the rules governing Al are written by and for
the industry’s dominant players, preempting any
local experimentation with public accountability*®
Through a combination of a DOJ-led “Al litigation
task force” and other agency audits to ensure
that “DEI' is not embedded in Al models, the White
House's Al framework simultaneously echoes
MAGA and Silicon Valley concerns!* In April 2026,
DOJ intervened in a lawsuit brought by Musk’s xAl
against Colorado’s anti-discrimination in Al law that
imposed risk-mitigation steps for Al systems used
in housing, healthcare and finance!*® A committed
Trump loyalist, former Attorney General Pam
Bondi's appointment to PCAST suggests that she
will orchestrate and broaden the legal strategy to
implement the Al Action plan, “placing the former
attorney general at the center of the White House's
expanding artificial intelligence agenda.™

Meanwhile, the same investors are molding the
administration’s position on cryptocurrency, with
Sacks having led the administration’s 2025 crypto-
related executive orders in his role as Chair of

the President’s Working Group on Digital Assets
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Markets®? As part of the same push for pro-crypto
legislation, Andreessen and Horowitz have poured
tens of millions of dollars into the bipartisan, pro-
crypto Fairshake PAC for federal elections alongside
Coinbase and Ripple Labs, startups in which

their venture capital firm, a16z, was a major early
investor™®3

In late 2025, Andreessen founded a new federal PAC
called Leading the Future, alongside Joe Lonsdale
and OpenAl's Greg Brockman, which is modeled

after the Fairshake PAC but focused on Al legislation.

The group was reportedly met with frustration from
the White House, given its bipartisan orientation.
One White House official opined that “any donors
or supporters of this group should think twice about
getting on the wrong side of Trump world,” as “we
are carefully monitoring who is involved.”* Notably,
Lonsdale has not made any reported contributions
to the PAC despite reportedly being a co-founder®

The boldness of this initiative—funded with over
$125 million as of May 2026—indicates that firms

like Andreessen Horowitz may already be imagining
themselves as the tail that wags the dog on Al and
crypto policy heading into the 2026 midterms®®
This comes as an April 2026 Politico poll indicates
that “more than half of Americans say they have
never and would not consider buying or trading
cryptocurrency,” and “a 43% plurality say the risks of
[Al] technology outweigh the benefits,” showing just
how important it will be to buy legislators’ support on
these issues™

Trump has also implemented a deregulatory
agenda with the vision of cementing US dominance
through a privately funded data center boom and
an Al arms race against China. Google, Microsoft,
Amazon, and Meta spent an estimated $360

billion on Al data centers in 2025 alone® These
data centers are currently being built, opaquely, in
clusters where there is cheap land, cheap energy;,
and major tax incentives—regardless of the well-
documented health, environmental, or economic
costs® Concomitantly, the Trump administration
has been gutting the Environmental Protection
Agency through mass firings and the elimination of
its research and development arm.6°
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So far, this report has documented the growing
authoritarianism expressed through DHS's
immigration enforcement and the growing alliance
between tech and the Trump administration—
especially in the realms of national security and
homeland security. In the next section of this report,
we demonstrate how these pieces come together:
how the tech sector’s deep entanglement with the
security state is supercharging DHS's authoritarian
immigration enforcement powers and accelerating a
transformation of the United States into a militarized
police state.
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3. Building the Militarized Police State

Immigrant policing is the perfect pretext to further intensify the surveillance model, and this
has been scaled by direct legislative mandates and continually increasing pots of funding.

Over the last two decades, the federal government security spending in the name of national security,
has steadily expanded the legal authority, funding, border control, and narrow notions of public “safety.”
personnel, and technological infrastructure
necessary to build a far more militarized system
of domestic policing and surveillance. Successive
administrations have normalized extraordinary
levels of enforcement, information-sharing, and

Since its inception, DHS has been growing its
policing power to realize its extremely broad

and ambitious mandate. This includes building
substantial policing personnel (ICE and CBP) through
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“force multipliers” that increase cooperation and
information sharing between DHS and civilian
agencies,® and most notably, local, state, federal
police, and international police counterparts®? The
federal government has crafted a system of wide-
ranging surveillance—including by building a network
of intelligence fusion centers™®—and diverted federal
funding and weapons to key partners in its efforts to
expand the reach of DHS into local and state police
departments.®

The use of the criminal legal system has been
critical for DHS, which has pushed for maximall
information sharing and collaboration between local
and state police and ICE. The fights against 287(g)
agreements and other police collaboration with ICE
(through the DHS “Secure Communities” program
and compliance with ICE detainer requests) have
become a key site of immigrant rights advocacy.®

While local police have been found to arrest people
for routine traffic violations, for example, in order

to turn them over to ICE, 287(g) further empowers
police by giving them authority to arrest people

for suspected immigration violations. A February
2026 study found participation in 287(g) has grown
by 900% under the new Trump administration. This

The federal government

has crafted a system of
wide-ranging surveillance—
including by building a network
of intelligence fusion centers—
and diverted federal funding
and weapons to key partners
inits efforts to expand the
reach of DHS into local and
state police departments.

effectively means upwards of 15,800 police officers
and sheriff’'s deputies nationwide can participate
directly in ICE surveillance and arrests. The June
2026 budget reconciliation bill pushed through by
the Trump administration—the second such bill to
increase DHS funding in less than a year—included
$350 million specifically for ICE operations in

cities and states that do not participate in 287(g)
agreements®®

Figure 6 Projected ICE and CBP spending under OBBBA (2002-2026)
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Figure 7 ICE and CBP Budget as of June 2026
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More Money

In July 2025 and June 2026, DHS received two
massive budget increases forced through by the
Trump administration using the reconciliation
process. The One Big Beautiful Bill Act (OBBBA),
passed in July 2025, and the Secure America Act,
passed in June 2026, provided a huge boost for

the militarized police state. These bills dramatically
expanded federal deficits, while simultaneously
providing the financial architecture to enact Trump’s
core immigration policies of mass deportation

and detention, underpinned by an unprecedented
expansion of surveillance. The bills also provide

for outstanding funds to integrate Al into various
government departments, most notably into military
technologies—translating directly into lucrative
contracts for the private firms aligned with the
administration®

Despite deep cuts elsewhere, in 2025 DHS received
an additional $191 billion through the OBBBA, primarily
for immigration enforcement, including $74 billion for
ICE and $64 billion for CBP!*¢ Some $6 billion of the
CBP spending was earmarked directly for border
surveillance technology. As seen in Figure 7, some
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of this funding has already been obligated under

the 2025 and 2026 budgets. Then, less than a year
later, the June 2026 Secure America Act provided an
additional $38.5 billion for ICE and $26 billion for CBP,
including $5 billion for border security technology
and screening using Al

The scale of this redirected capital is staggering

and immediate. In the two quarters following the
passage of OBBBA, ICE spending on contracts more
than doubled to $3.7 billion, while CBP's spending
increased sevenfold between the first and second
halves of 2025, with a surge of nearly $2.7 billion

in new contracted work reported in January 2026
alone—more in a single month than in the entire

first half of 2025!°° The June 2026 reconciliation bill
will surely result in even more dramatic spending
increases on private-sector military and surveillance
technologies by ICE and CBP.

More ICE Police

The most visible domestic showing of Trump’s stated
goal of deporting one million people a year™ has
been the aggressive and cruel high-profile mass
deportation operations in cities like Minneapolis,
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In the two quarters following
the passage of Trump’s
landmark bill, ICE spending on
contracts more than doubled
to $3.7 billion, while CBP’s
spending increased sevenfold
between the first and second
halves of 2025, with a surge
of nearly $2.7 billion in new
contracted work reportedin
January 2026 alone—moreina
single month than in the entire
first half of 2025.

Chicago, and Los Angeles. The president has wielded
the military and ICE as a threat to further his agenda,
treating them as his own personal police force!®?

Six months after signing the OBBBA in July 2025,

the White House announced that it had grown

its workforce 120% after hiring more than 12,000
officers and agents in an unprecedented hiring
push.® This recruitment process included a series
of bonuses and pay increases, including a $50,000
signing bonus!®** While most agencies saw staffing
reductions driven by the Department of Government
Efficiency, DHS's workforce grew by 6%, up to 271,927
employees!® Starting with dozens of officers
dedicated to raid arrests in 2003/ ICE has grown
into a heavily militarized force of tens of thousands,
equipped with the tools of warfare to deploy against
American communities. The scale of this buildup is
stark and will grow even more, as detailed below.

More Weapons

According to a February 2026 report by Senator
Adam Schiff, ICE and CBP committed to spending
more than $144 million on weapons, ammunition, and
accessories in the first year of President Trump’s
second term In just one year, ICE’s spending on
weapons surged by over 360%—from $16 million in
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2024 to more than $76 million in 2025—while CBP’s
contracts for weapons more than doubled, from $33
million to $68 million. The weapons contracts lay out
even greater spending in the future.

DHS's growing weapons arsenal extends to a vast
array of “less-lethal” crowd control devices—which
have been deployed with increasing frequency
against US citizens. In 2025, ICE and CBP
awarded more than $25 million in contracts for
chemical munitions, TASERSs, pepper sprays, and
pepperball guns. In September 2025 alone, ICE
and CBP obligated more than $11 million for TASER
weapons and supplies from Axon Enterprises,
following a federal judge’s finding that federal
agents had “unleashed crowd control weapons
indiscriminately and with surprising savagery”
against protesters in Los Angeles weeks earlier!®

In section 5, we detail DHS uses of technology tools
for its mass deportation agenda.

More Data

DHS has scaled up deportation targeting through
unregulated and unprecedented data sharing

with DOGE, previously led by Elon Musk, which is
harvesting and commingling federal data held by the
IRS, Social Security, Medicaid, Housing and Urban
Development, and many other agencies*® Through
DOGE, DHS officials hope to potentially access
information that could lead to the removal of seven
million suspected noncitizens.2°° DOGE posited
various reasons to justify the improper access,
including along debunked claim of widespread
noncitizen voter fraud.2® DOGE has yet to release
any findings regarding purported election fraud,
and speculation is rising that DOGE made massive
data errors.2?? After Musk’s departure, the mission
of DOGE was reportedly carried on by Office of
Management and Budget Director Russell Vought,
a key architect of Project 2025.2°% Although DOGE'’s
mandate sunsets on July 4,2026, DOGE employees
have joined other agencies while continuing to have
access to sensitive data.?** Despite multiple lawsuits,
“DOGE affiliates appear to be digging in for the long
haul—and Silicon Valley shaped fingerprints remain
all over the way agencies continue to be run.”2%

30



4. Taxpayer-Funded Surveillance and Al

The federal government is diverting tens of billions of taxpayer funds to immigration
enforcement while massively decreasing money for public health infrastructure, medical
research, housing support, food support for families and children, and other public needs.2’

The impact of new public capital for DHS
surveillance and Al is immense. The federal
government’s partnership with tech venture capital
firms has funneled federal contracts to tech and Al
companies, further aligning Silicon Valley with the
administration’s national security and homeland
security agenda. In this section, we will explore
funding for companies providing contracts for
DHS, the federal government’s goals for Al-enabled
immigration-focused surveillance along with DHS
sandboxes where even more invasive surveillance
tech capabilities are being dreamed up.

Figure 8 tracks total annual obligations awarded

to the 100 largest venture-backed startups in
generative Al, defense, and security technology. The
trajectory is unmistakable: after more than a decade
of modest, incremental growth hovering below $1

billion annually, obligations begin a steep ascent in
2020, skyrocketing from nearly $1.5 billion that year
to nearly $6 billion by 2025.208

From July 1to December 31,2025, immediately
following the passage of Trump’s landmark bill, ICE
spending on contracts more than doubled to $3.7
billion. CBP's spending increased sevenfold in the
second half of 2025 as compared to the first half,
followed by a surge of nearly $2.7 billion in new
contracted work reported in January 2026 alone—
more in a single month than in the entire first half of
2025.29° A March 2026 investigation by WIRED found
that ICE and CBP spent $515 million on products
from tech giants in the last few years alone.2™ Our
own analysis of ICE and CBP contract awards for
surveillance tech companies also demonstrates
shocking growth.

Figure 8 Awards to surveillance, military, and Al companies funded by the tech oligarchy
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The Role of Palantir

Palantir has been particularly successful in

Al procurement expansion. Palantir initially
obtained funding from the Central Intelligence
Agency'’s venture capital arm, In-Q-Tel, in 2004—
effectively gaining an entryway into government
procurement.2*® Since Trump took office in January
2025, the company has received over $1.8 billion in
government funding,?** half of this from the Army.2%
Palantir signed a $10 billion Enterprise Service
Agreement with the Army in 2025, for anticipated but
uncommitted spending over the next 10 years.2%*

Palantir money from ICE has also ballooned during
Trump’s second term: the company’s annual
allotment from the agency quadrupled to $81million
in 2025, and rose again to $97 million from ICE in
2026 (see Figure 9 below).2¥” In February 2026, DHS
cemented this relationship with a $1billion blanket
purchase agreement, a contracting vehicle that
allows DHS agencies—including ICE and CBP—to skip
competitive bidding for new Palantir products and
services.2#®

The agreement came as Palantir faced internal
unrest following the killing of a Minnesota nurse

by ICE agents—an event that reportedly prompted
staff to flood company Slack channels demanding

Figure 9 Contract money awarded to Palantir by ICE

answers about their technology'’s role in immigration
enforcement. CEO Alex Karp responded with a
nearly hourlong video that failed to address direct
questions about how Palantir’s tools power ICE.2*

The evidence from federal procurement records
demonstrates how deeply Palantir has embedded
itself in government operations, to the point where
agencies formally declare they cannot function
without its proprietary platforms. In September
2025, when the Department of Homeland Security
awarded Palantir a $30 million task order to create
the ImmigrationOS platform for ICE—described in
greater detail in the next section of this report—it
issued a limited-source justification asserting that
Palantir is the “sole source capable of providing the
necessary supplies and services.”?° The justification
argued that Palantir’s existing Investigative Case
Management (ICM) system made any alternative
vendor incapable of delivering the required
capabilities without delays. ICE further warned

that switching vendors would disrupt ongoing
investigations and potentially “compromise national
security,” citing Palantir's decade of accumulated
institutional knowledge as irreplaceable.®'

Contract money awarded by ICE to Palantir
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*2026 figures reflect January-April only.
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Figure 10 Contract money awarded to surveillance tech by ICE and CBP?%2
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Figure 10 depicts our analysis of publicly available
federal contracts information. We tracked ICE and
CBP contracts with 11 surveillance tech companies—
Peraton, LexisNexis, Cellebrite, Msab Group, Pen-
Link, Thomson Reuters, RELX, Clearview Al, BI?
Technologies, Palantir Technologies and Anduril
Industries—from January 2013 through April 2026.
The analysis in Figure 10 shows a doubling in total
contract growth awarded to surveillance tech
companies by ICE and CBP in 2025, followed by
even more shocking growth in the first third of 2026.
Awards in just the first four months of 2026 already
surpassed total contract money in all of the previous

The federal government’s
partnership with tech venture
capital firms has funneled
federal contracts to tech

and Al companies, further
aligning Silicon Valley with
the administration’s national
security and homeland
security agenda.
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year by 65%. This growth in 2025 and 2026 was
driven primarily by massive new contracts growth
for Palantir for ICE’'s data analytics and people-
tracking apps and Anduril, for autonomous border
towers, drones, sensors, and related Al surveillance
systems for CBP2"

The DHS Sandbox

DHS does not simply purchase technologies once
they have been developed, they have a billion-
dollar incubator for surveillance startups. Through

a network of funding programs, partnerships,

and research initiatives, it actively helps shape

the innovation ecosystem that produces the
surveillance and enforcement technologies it seeks
to deploy. Together, these programs function as a
“sandbox,” allowing DHS to identify, fund, test, and
refine technologies that are directly responsive to its
operational priorities.

Over the last two decades, DHS has partnered with
domestic and international government agencies

to foster a pipeline of technology developed in
Silicon Valley by supporting key startups in the
surveillance ecosystem. Some of these companies
have become major DHS and Pentagon contractors,
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including Palantir, Skydio, Anduril, Scale Al, Shield Al,
and Databricks, all of which received equity funding
or contract money from at least one of various
programs housed in or partnered with the DHS
Science and Technology Directorate (S&T).2?

S&T is a department within DHS that answers
directly to the Secretary. It houses several divisions,
including an Office of Science and Engineering,
focused on technology research, standards, testing
and evaluation, and an Office of Innovation and
Collaboration, focused on external partnerships
with foreign governments, universities, and private
industry. Industry partnerships are formalized under
the umbrella of the Office of Industry Partnerships
(OIP), which houses the programs and partnerships
through which DHS supports hew technology
startups in the private sector.

The DHS OIP currently oversees seven innovation
funding programs, some of which are not housed
within DHS but maintain formal partnerships with the
agency. Taken together, these programs function as

the “sandbox” for innovation and development that
is directly responsive to DHS's technology needs,
including surveillance 2™

Three of these programs have been the most
consequential in terms of providing early funding
for companies that go on to be maijor surveillance
technology providers:

= Silicon Valley Innovation Partnership (SVIP)
provides up to $2 million to startups for
prototyping. It has funded more than 60
companies working on projects for DHS such as
airport passenger processing and drones.?*

= The DHS component of the Small Business
Innovation Research (SBIR), has provided awards
totaling $845 million to over 500 companies
since 2004.2® The term “small business” should
be taken with a grain of salt, as Anduril Industries,
for example, received SBIR money in 2020, when
the company was valued at around $2 billion.2'
SBIR is not hosted within DHS and also works
across other federal agencies.

4. Taxpayer-Funded Surveillance and Al
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= In-Q-Tel (IQT), a now independent, non-profit
strategic investment firm, is perhaps the most
consequential. With formal partnerships with
DHS and other federal agencies through the IQT
Interface Center, IQT provides equity funding,
has invested in over 800 companies and

currently holds approximately $1billion in assets.

Its growth reflects successful venture exits

but also the impact of public funding, having
received $114 million in government grants in
2025 alone.?” 1QT has built a very large portfolio
of Al startups, in particular, accounting for 148
investments.?® S&T joined the IQT model as a fulll
member in 2009.

It is important to note that startups can be funded
by one federal agency but end up working for
another. For example, Anduril received SBIR funding
from the Air Force but has been awarded close to
$1billion from CBP for border surveillance towers
and related systems®* (and, in March 2026, a $20
billion enterprise contract from the Army).22° Palantir,
meanwhile, never received DHS funds but relied on
seed funding from the CIAs IQT at a time when VC
firms in Silicon Valley had not expressed interest in
the company.?'

While DHS innovation funding is not often enough

to launch a company to success, small amounts of
early funding can prove to be decisive in attracting
serious venture capital funding, as was the case
with Palantir. Some of the most invasive surveillance
technology being funded by DHS SBIR is now going
to very small companies that have not yet received
large amounts of VC money.

DHS documents leaked in March 2026 to The
Guardian reveal a list of more than 6,800 companies
that have applied for SBIR with DHS, as well as data
on more than 1,400 awarded contracts.

These included money awarded during the second
Trump administration for technology such as:

= Tools enabling agents to harvest biometric data
using cellphones;??

= Al to analyze existing airport CCTV feeds and
automatically catalog passengers’ physical
characteristics;??® and

= Al platforms that would ingest 911 call data, with
one promising to identify and predict crime
patterns with heat maps.2?
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Artificial Intelligence in DHS

The scale and speed of investment in Almarks a
significant shift from just eight years ago, when
“Who’s Behind ICE?” found little evidence of Al being
used in DHS technologies. Since then, Al has taken
center stage. It now extends into our everyday lives—
from getting a life insurance plan, getting electricity,
to getting a green card.

Inside the federal government, Congress has passed
several laws aimed at advancing US leadership in
artificial intelligence, including the implementation

of Al across federal agencies.??> Vendors providing
ICE and CBP with Al applications include Anthropic,
Palantir, Anduril, Microsoft, Dataminr, Clearview Al,
and many others. DHS use of Al now covers areas
including generative Al, computer vision, natural
language processing, machine learning, and agentic
Al. These procurement expenses are part of an IT
budget at DHS that amounted to more than $10
billion in 2025.22¢ The White House Fiscal 2027 budget
shows DHS will hold the third highest IT investment in
the federal government—S11.7 billion, which includes
Al The Department of Defense holds the highest
investment in Al, seeking $58.5 billion for “continued
American dominance in Al-enabled warfare.”?’

DHS has fast-tracked Al adoption since 2019,
primarily through executive orders from the Biden
and Trump administrations.??8 In 2022, DHS published
its first Al inventory of Al technologies that are
utilized by DHS employees.??° At that time, only 20 Al
uses were identified across ICE, CBP, and other DHS
components, even though DHS claimed it had been
using them for years.2°

Just three years later, DHS identified 238 uses,
with over half held by CBP and ICE.?Most of
these technologies were aimed at accelerating
immigration enforcement through invasive
surveillance. Over 60 uses remain on an internal
inventory which has not been disclosed to the
public.2® DHS has not yet offered reasons as to
why it elected to withhold so many uses from the
public inventory. Moreover, recent releases froma
2024 Freedom of Information lawsuit on the DHS
Al inventory show DHS's process for conditionally
approving multiple facial recognition tools despite
concerns over adequate testing.2*

35



Just three years later, DHS
identified 238 uses, with over
half held by CBP and ICE.
Most of these technologies
were aimed at accelerating
immigration enforcement
through invasive surveillance.

As a result, the rapid expansion of Al within DHS

has not been matched by equally robust systems

of oversight and accountability. Over the last
several years, civil society has investigated these
technologies and raised concerns about violations
of privacy, personal data misuse, discrimination,
bias, and accountability.?3* For example, the report
“Automating Deportation” lays out key problems with
DHS use of Al, including that artificial intelligence
runs the risk of perpetuating and worsening bias
and discrimination.?®® The persistence of these
concerns reflects a deeper problem: the absence of
meaningful oversight over DHS's growing use of Al
over various administrations.

A key flaw of the framework created by the Biden
administration was that it relied on self-policing to
identify and eliminate abuse, bias and discrimination
against immigrants, their communities, and millions
of others impacted by DHS. In a 2025 report, the
DHS Office of the Inspector General (DHS OIG),
DHS's independent oversight body, noted the

Biden administration’s failure to enact “adequate
governance processes to monitor the department’s
Al for compliance with privacy and civil rights and
civil liberty requirements.”?* Among other oversight
problems, the report also flagged DHS's failure to
disclose the fullinventory. It concluded that “without
appropriate, ongoing governance of its Al, DHS faces
an increased risk that its Al efforts will infringe upon
the safety and rights of the American people.”

Concerns about oversight and accountability
identified by DHS OIG in the Biden administration
have become even more pronounced as the Trump
administration moves to rapidly expand the use of
artificial intelligence across federal agencies.?’
Recent GAO findings highlight privacy risks, including
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exposure of private information. These concerns are
compounded by the lack of sufficient resources and
comprehensive systems for the agencies to ensure
privacy protections.?%® Despite these unresolved
concerns, DHS is exploring new advances in Al,
including “agentic Al, "% a type of Al that can make
decisions with minimal human interaction, shifting
more decision-making into algorithms that will be
less available to the public view.

Current DHS leadership is also invested in heavily
expanding DHS use of Al. DHS Chief Information
Officer (CIO) Antoine McCord, a former Anduril
employee, will oversee the spending of DHS's

vast IT budget.?*° In September 2025, McCord
released the DHS Al strategy for the next three
years, which included features like “continuous
authorization of IT systems,” replacing “traditional
fixed authorization deadlines.”* Presumably, this
means that companies with federal contracts will
face fewer procurement requirements. McCord will
also be overseeing the Office of Biometric Identity
Management,2* the largest biometric database

in the US government, integral to DHS operations.
OBIM's significance is explained in the next section,
relating to a core DHS data analytics system, the
Homeland Advanced Recognition Technology
(HART).

This report has outlined the centrality of DHS

and its immigration policing project to the

security state. It also outlined how the militarized
policing and surveillance activities of DHS have
been supercharged under the current Trump
administration through powerful alliances with tech
firms that provide Al and surveillance for national
security and homeland security agencies. The
dramatic increase of funding for ICE and CBP has
been channeled into a larger immigration police
force, but also into significant spending increases
on surveillance technologies. In the next section, we
will examine the technologies that DHS, ICE, and CBP
are purchasing and using in militarized immigration
policing.
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5. Tools of the Surveillance State

ICE and CBP are immigration policing agencies, but they are the primary drivers of the new
DHS miilitarized police state, empowered by increasingly Al-driven surveillance technology.
This technological apparatus is designed for the targeting of individuals based on race,
ethnicity, and perceived immigration status, but it is also, by its very nature, a surveillance
dragnet capable of tracking the population at large—and that is just what it is doing.

DHS's surveillance apparatus also enables increased
retaliation and persecution of anyone labeled an
opponent of the government, citizens and noncitizens
alike. Because surveillance technologies are often
unregulated at the state and federal level, they
operate without oversight and are deployed without
knowledge or consent. Many of these technologies
can be used to criminalize First Amendment-
protected activity by targeting people for their
beliefs, speech, or associations.?® Individuals can
lose anonymity and privacy, sometimes through
misidentification by these tracking technologies, or
because of their political views. Companies behind
these technologies often evade responsibility for
human rights transgressions, as many of them
operate worldwide and are often not responsive to
concerns about human rights violations.?4

There are several key components to the DHS
surveillance dragnet through which virtually
everyone residing in the United States moves, both
physically and virtually, on a daily basis. Sometimes
this surveillance is clearly perceptible, such as when
passport scanners and facial recognition pods
register travelers’ movements through airports, or
when ICE agents use the Mobile Fortify app to scan
and search biometric characteristics in real time
after detaining and questioning people in the streets
of our cities. Other times, mass surveillance is not as
perceptible, such as when automated license plate
readers (ALPRs) snap a constant stream of photos
so that every car's movement may be traced by local
police, ICE, and any other law enforcement agency.
And there are types of surveillance that we cannot
see DHS gathering, such as when it is conducting
mass social-media surveillance or purchasing all
available commercial and government data from
data brokers on virtually every US resident.

As described earlier, Al is increasingly central to the
DHS surveillance apparatus. Al systems are now
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accelerating the scale and speed of surveillance
by allowing DHS agencies and private contractors
to process massive quantities of data in ways

that would have previously required thousands of
human analysts, often with no public transparency,
meaningful oversight, or clear regulation governing
how these systems are deployed and used.

The first step in resisting the militarized policing and
supercharged surveillance state in this authoritarian
moment is to understand what technologies are
involved. Below, we outline the kinds of surveillance
technologies that DHS is employing, and some of the
tech that is critical to understand. track, and monitor.

It is important to note that although this inventory is
based on the best information we can get, it is not
complete. ICE and CBP do not provide transparent,
consistent or accurate information about their
contracts or how the technology is being used.

Al systems are now
accelerating the scale and
speed of surveillance by
allowing DHS agencies and
private contractors to process
massive quantities of data

in ways that would have
previously required thousands
of human analysts, often

with no public transparency,
meaningful oversight, or clear
regulation governing how these
systems are deployed and used.
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The Trump administration is building a vast digital surveillance
apparatus enabling the identification, tracking, and monitoring of
populations at an unprecedented scale with minimal oversight.
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1. Data Brokers

What are data brokers?

Data brokers are companies who buy, sell. or share
personal and commercial data of all kinds—from
location tracking to facial recognition to billing
addresses to car registration data—without a
warrant, consent, or notice.?® In the US, only a
handful of limited federal and state laws constrain
the business model of data brokers.?®

DHS combines information from data brokers with
data shared by the DEA, FBI, IRS, and some state
and local governments to target noncitizens.?’
Departments of motor vehicle associations also
share or sell driving record data, car title, and
registration information, and in some cases most
recent address, name, or license plate number.2%8
This kind of highly sensitive and personal information
ends up in the hands of data brokers, and ultimately
with ICE and CBP who might end up purchasing this
information through a subscription to a databroker,
like LexisNexis's Accurint platform. Evenif a
corporation does not hold a contract directly with
DHS, they can serve as conduits for data sharing.
For example, ALPR company Flock Safety was
found to be a conduit for informal data sharing
between local law enforcement and ICE in 2025.2%°
By connecting various data points acquired by
data brokers, DHS targets people for surveillance,
deportation and arrests. The data broker market
overall is pegged at $250-330 billion, meaning that
databroker companies make huge profits selling
data to DHS 260
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Key DHS data brokers

LexisNexis Accurint and Thomson Reuters CLEAR
are two of the most wide-reaching data brokerage
platforms. Both companies started off as purveyors
and distributors of legal tools and earned mediq,

but now have Al-enabled functions to access

vast repositories of public records, license plate
readers, court and arrest information, credit
histories, utility bills, and property data. They sell
access to government agencies for everything

from background checks to investigative targeting,
allowing DHS to make connections among disparate
records across databases. These connections turn
into comprehensive profiles of people, their families,
and their “associates” such as employers or schools.

DHS contracts with data brokers

ICE has paid for both CLEAR and Accurint over

the years but adopted LexisNexis as its principal
data broker in 2021. ICE also awarded a contract

to Thomson Reuters in 2021 for a nationwide ALPR
database from Vigilant Solutions (since acquired by
Motorola Solutions).?s' Moreover, LexisNexis Accurint
and Thomson Reuter CLEAR have also historically
granted ICE access to Equifax’s databases, one

of the three largest credit companies in the United
States.??

Accurint by LexisNexis

ICE holds a contract with LexisNexis (a subdivision
of RELX, Inc) for the company’s Accurint platform.
Accurint connects 37 billion individual records
from over 10,000 sources to provide ICE agents
with up-to-date phone numbers, addresses,
vehicle information, property records, social
networking information, license plate reader
information, business records, criminal records,
bankruptcy data, and more.?%2 This includes 290
million people in the United States, covering

over 95% of the adult population.?®* Documents
provided by ICE in response to a FOIA submitted
by Just Futures Law show that ICE agents made
quick use of the Accurint platform upon signing

a contract in 2021, conducting over 1.2 million
searches in just a seven-month period in that
year.2%® ICE maintains a $23.3 million agreement
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Figure 11 Annual ICE contract money to key data brokers
(2018-2025)7

ICE Contract Money
m $16

$12

$8

MILLION

USAspending.gov.

with LexisNexis for Accurint, active through May
2026,%%% as well as an $8.9 million contract for “risk
mitigation services™® (It is expected that ICE will
renew their contract with LexisNexis). In 2022,
CBP followed ICE’s lead by signing a $25.7 million
contract with LexisNexis through November
2027268

Thomson Reuters CLEAR

Thomson Reuters previously served as ICE’s
primary data broker before that function was
awarded to LexisNexis in 2021. Thomson Reuters
now maintains a $22.8 million contract for ALPR
services,?®® which by 2019 had already been
shown to be used for widespread information
sharing between ICE and local law enforcement.?©
Thomson Reuters also provides a “maritime
analysis tool and subject matter expert support
services” to ICE for $3.8 million,?”' as well as

$4.6 million for “risk mitigation services.”?”? This
tool is purportedly to protect ICE agents from
threats, but one Thomson Reuters institutional
investor has noted it serves to “track social media
accounts to target immigration activists.”?”
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Equifax

Equifax, best known as one of the three major

US consumer credit reporting agencies, has
quietly become a critical part of ICE’s surveillance
infrastructure—not only through its credit
reporting products, but also through its ownership
of Appriss Insights, a company that operates the
Justice Intelligence database. Justice Intelligence
provides ICE with real-time jail booking and
release information from over 2,800 jails and
correctional facilities across the US, updating

“as frequently as every 15 minutes.”? This data is
particularly valuable for ICE's Enforcement and
Removal Operations (ERO), which orchestrates
detention and deportation. The Justice
Intelligence database allows the agency to locate
and apprehend individuals immediately upon their
release from local custody—even when those

jails refuse to honor ICE detainers or when state
sanctuary policies prohibit direct cooperation with
federal immigration authorities.?” Equifax also
holds a direct contract for “support services” with
ICE's Homeland Security Investigations (HSI).27

As seen in Figure 11, ICE's financial commitments to
commercial data brokers have grown steadily over
recent years, reflecting the agency’s deepening
reliance on private-sector data sources to fuel its
enforcement operations. Total obligations to a core
group of companies—including LexisNexis (RELX),
Equifax, and Thomson Reuters?’—rose from $4.9
million in 2018 to $14.5 million in 2025. While the three
companies listed above account for the largest
share of these obligations, the broader ecosystem
includes additional data brokers and resellers
whose contracts are often bundled into third-party
agreements and therefore harder to track.

Equifax, best known as one of
the three major US consumer
credit reporting agencies,
has quietly become a critical
part of ICE’s surveillance
infrastructure.
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2. Data Analytics
and Data Bases

What are DHS data analytics
companies?

Data analytics companies examine and analyze data
from data brokers or other sources to find patterns
and trends that enable DHS agents to deport and
detain on a mass scale. These companies range
from small analytics companies to billion-dollar
companies, like Palantir, with a wide range of
“platforms” and services. DHS also uses multiple
systems to mine and analyze its own data that it
collects from applications and from commercial
sources. Usually, big tech companies help them build
these systems.

DHS data analytics platforms:

RAVEN (Repository for Analytics ina
Virtualized Environment)

RAVEnis a “big data” platform?™ that performs
analytics using artificial intelligence on massive
raw datasets, allowing ICE to make sense of
information in order to identify targets as well
as predict patterns and connections between
people and events.28° RAVENn was designed by
Booz Allen Hamilton, Inc., a government contractor
that specializes in Al and digital transformation.
Unlike its predecessor FALCON—which was

a customized version of Palantir's Gotham
software?®—RAVEn was built from the ground
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up specifically for ICE’'s HSI division with the
stated goal of replacing the older system. The
platform ingests data from tens of thousands of
sources—including surveillance footage, biometric
data, social media, location information from
commercial providers, and license plate reader
databases—making it searchable, shareable
between agents, and graphable by values like time
and place.?®? The contracts to build and maintain
the system were highly competitive, drawing
interest from Amazon, Google, and Microsoft,

and ultimately valued at up to $300 million over
five years. Booz Allen Hamilton secured the initial
development contract in 2018, followed by a $S67.8
million data analytics support contract in 2021
that extends to September 2026.2%2 RAVEn has
already processed hundreds of thousands of
immigration documents and workplace audits,
and its facial recognition capabilities allow

ICE agents to submit images from mugshots,
surveillance photos, and confiscated devices to
be matched against driver’s license records and
other government databases—all without notifying
the individuals whose information is stored.?®*

HART: The Homeland Advanced
Recognition Technology System

The Homeland Advanced Recognition Technology
System?® (HART) is a massive biometric repository
that will house over 300 million profiles of faces,
fingerprints, and irises?® within a modern Amazon
cloud-based platform capable of processing
queries from across the federal government and
partnering nations.?®’ Originally projected to cost
$5.8 billion in 2016, the HART system has seen
ongoing cost overruns and problems getting
sufficient funding,?® facing intense scrutiny

over privacy and technical challenges.2® HART

is designed to modernize the IDENT database,
managed by the Office of Biometric Identity
Management (OBIM), which is in charge of storing,
sorting, and analyzing data such as facial images,
fingerprints, and iris scans. In February 2026,

the DHS Inspector General launched an audit of
DHS privacy practices, focused on ICE and OBIM,
to determine if “data is managed, shared, and
secured in accordance with law, regulation, and
Departmental policy,” amid allegations of broad
civil liberties violations.?%°
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The primary contractor for the HART database

is Peraton, owned by private equity firm Veritas
Capital.?® The company adopted the HART system
when it purchased defense contractor Northrop
Grumman’s government IT business in 2021.2% Private
equity buyouts are a cyclical business in which
portfolio companies such as Peraton are purchased
and subjected to cost-cutting and profit maximization
measures before being resold or stripped for parts,
generally on a timeline of approximately 10 years.2%
Having been purchased in 2017 by Veritas, Peraton
could soon be sold for a profit.2** There is no way

to predict exactly what will become of HART in

the coming years, but as a private equity portfolio
holding, the company is being managed with a
profit-maximization mandate for investors on an
accelerated timeline.

After years of delays, DHS is projecting that HART will
reach initial operating capacity in FY2026, according
to 2027 budget projections.?*® However, the White
House Homeland Security Council under the second
Trump administration is transitioning the management
of HART from OBIM to the DHS Chief Information
Officer, Antoine McCord,?® who was appointed to the
role directly from his job as an Anduril executive 2%’
Elon Musk’s short-lived Department of Government
Efficiency (DOGE) was reportedly consulted on the
program’s future.?®® Stephen Miller, the chief architect
of most immigration enforcement policies under the
Trump Administration, was reportedly responsible

for the reevaluation of biometric systems at DHS,?%°
including conversations about consolidating control of
DHS biometric systems at CBP, as part of a strategy
to align biometric capabilities with the immigration
enforcement priorities of the Trump administration.3%°
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3. Web Scraping and Social
Media Surveillance
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What are “web scraping” and social
media surveillance?

Companies that automatically extract data
(information, location, face scans, etc) from
websites are involved in “web scraping.” These same
companies also “scrape” social media profiles for
name, pictures, statements, likes/dislikes, etc.

These technologies work behind the scenes, often
without our knowledge, consent or a warrant. The
administration has supercharged the surveillance
of social media and web activity, deploying a suite
of Al-powered commercial tools to build profiles and
flag individuals for deportation, arrests, detention,
or consular processing denials. Many of these
companies use Al-enabled software that were
previously flagged by the Biden administration for
not being in compliance with DHS Al guidance on
civil rights impacts, inaccuracies and errors.3

DHS web scraping and social media
surveillance tools

Zignal

The agency has spent $5.7 million on Zignal
licenses, an Al-powered platform that analyzes
billions of daily social media posts.®®? ICE
reportedly uses Zignal to identify and locate
individuals for arrest and deportation based on

(Continued on page 44)
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Palantir is one of the largest data analytics companies in the world.
It makes several data analytics systems that serve as key infrastructure

for ICE and CBP operations.

Investigative Case Management

Palantir's Investigative Case Management System
(ICM) is the primary software backbone for ICE’s
HSI, allowing agents to create, track, and manage
criminal case files, evidence, and intelligence across
a broad range of activities. The system has long
been the “core law enforcement case management
tool” used by HSI. ERO also uses the system to
manage immigration cases presented for criminal
prosecution and queries ICM for information that
may support its civilimmigration enforcement cases.
ICM also plays a key role in information sharing with
law enforcement, as it connects to the FBI's Nationall
Crime Information Center (NCIC) and Nlets, a state-
owned network for information sharing with law
enforcement agencies, among other databases.3%
Palantir was first awarded a contract to develop ICM
in 2014.3%4 The latest iteration of the ICM contract,
signed in 2021, is now worth up to $176.5 million after
an injection of more than $86 million between April
2025 and March 2026.3%

ImmigrationOS

Notably, much of the new money awarded by the
Trump administration for the ICM contract is in

fact dedicated to the development of a separate
system, called ImmigrationOS, for ERO—despite
being funded through the existing HSI contract on
a non-competitive basis.®°¢In other words, rather
than awarding a competitive contract for the new
tool via ERO—which deals with civil immigration
enforcement—the administration awarded new
federal money on a non-competitive basis using

a contract vehicle originally granted for purposes
of criminal investigation. According to contract
documents, the Al-enabled ImmigrationOS system
serves three main functions: streamlining the
identification and apprehension of removal priorities,
accurately tracking self-deportations with real-time
data, and improving deportation logistics.>"

This tool fuses data from across government
datasets—including Social Security files, IRS
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tax data, and ALPR information—to create
comprehensive, Al-driven profiles for enforcement
decisions.®*® ImmigrationOS, allows “near real-

time visibility” into the movement of migrants in

the US:3%° The platform identifies undocumented
migrants and “targeted populations,” aggregating
information from border entries to home addresses,
social media activity,and many other personal data
points obtained from commercial and government
sources. " It enables an opaque “deportation

by algorithm” system, playing a significant role

in the Trump administration’s ramp up on family
separations, as well as the erosion of due process
and asylum processes.®"

Palantir’s ELITE

In January 2026, 404 Media uncovered the
widespread use of a new tool called ELITE, developed
under ICE's same Palantir contract, that uses
generative Al to extract addresses from government
records—including Department of Health and Human
Services data. ELITE populates a map with potential
deportation targets, brings up a dossier on each
person, and provides a “confidence score” on the
person’s current address.?? 404 Media reported that
“ICE is using it to find locations where lots of people
it might detain could be based,” helping agents
identify neighborhoods for enforcement raids.®*
DHS has classified high-impact tools like ELITE

inits Al inventory as “presumed high-impact but
determined not high-impact,” arguing that outputs
“do not serve as a principal basis for decisions or
actions with legal, material, binding, or significant
effects on individuals™"—a determination that
strains credulity given that the tool helps decide
which neighborhoods to raid A user guide on ELITE
published in part by 404 Media shows how agents
get adossier that includes everything from Unique
IDs to “encounter” information.3"
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their expressed views or associations by
generating “curated detection feeds” and
identifying “threats” from vast quantities of social
media data.®™® After moving into the defense and
intelligence sectors in 2021 with a Public Sector
Advisory Board filled with “top national security
experts,” the firm has aggressively expanded its
footprint across the US government and allied
militaries, securing contracts with the Pentagon,
the Israeli military, and the State Department
before winning its first-ever contract with ICE in
2025. Recently, the company advertised its work
with the Israeli military, saying it has provided
“tactical intelligence” to “operators on the ground
in Gaza,*" underscoring its role in both domestic
enforcement and global military operations.

”

ShadowDragon

Similarly, ICE has acquired ShadowDragon
licenses,®™® a powerful monitoring tool that has
been used by ICE since 2020. ShadowDragon
allows analysts to pull a target individual's publicly
available data from over 200 websites, social
networks, apps, and services simultaneously
including mainstream platforms like
Facebook,Instagram, other Meta-owned services,
as well as Bluesky and OnlyFans. This enables
agents to map out a person’s activity, movements,
and relationships across the web at once, and the
tool can even access deleted or historical posts.®*

Babel Street

Babel Street is a social media monitoring
company that allows CBP to search a name,
email address, or telephone number and review
associated social media posts, IP address,
employment histories, and other information.®?°
While the company has not held an identifiable
contract with CBP since the end of 2024,%' the
2025 DHS Al Use Case Inventory lists Babel Street
as a “high impact” Al tool used by the agency

“to conduct targeted queries to aid CBP in open
source research to monitor potential threats or
dangers or identify travelers who may be subject
to further inspection.” Specifically, it uses Al for
“text detection and translation as well as object
and image recognition to provide analysts with
possible matches.”??> Another of the company’s
products, known as Locate X, reportedly allows
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ICE to monitor and identify cell phones at specific
locations, using mobile application data.®?® ICE has
an active contract for Babel Street subscription
services through a third-party contractor.3?

Fivecast Onyx

Complementing these other tools, CBP has
secured at least six new licenses for Fivecast
ONYX 232 Fivecast can be used to target
individuals or events and collect data from
mainstream platforms like Facebook and Reddit,
as well as fringe communities like 4chan and Gab.
The company boasts a “full collection capability 32
that gathers all available content from a target’s
social media account and maps their network of
connections. Crucially, Fivecast uses Al to detect
“sentiment and emotion” in online posts and can
be trained to recognize specific concepts or
objects inimages.®

NexusXplore

Beyond monitoring public-facing social media,
federal agencies (including DHS and DOD)
construct comprehensive dossiers on people
by scraping a far wider range of internet activity,

BableStreet (Babel X) is a technology-enabled platform accessed through an
internet-based user interface that supports targeting, vetting and screening
efforts. Babel Street enables multi-lingual, geo-enabled searches, offers text
analytics, and provides access to information maintained on the surface,
deep, and dark webs. Babel Street has been part of the OSINT technology
stack for more than five years. Information such as social media profiles
accessed through the Babel Street platform is often dated, requiring
additional research to verify fidelity. Babel enables advanced search,
collection, and analysis of publicly available information through a single user
interface, facilitating the collection of information regarding people, places,
and things across social media platforms, as well as general information held
on the surface, deep, and dark web to inform situational awareness and to
support CBP law enforcement and national security operations.

Fivecast is a technology-enabled platform accessed through an internet-
based user interface that provides insight into a variety of social media
platforms including, but not limited to, Facebook, Instagram, Telegram, and
Twitter. Fivecast analyzes the strength of connections between social media
users, and collects both media and activity information from targeted
profiles. Fivecast enables the identification of usernames and profiles
through the use of individual names, telephone numbers, age, email address,
and location. Fivecast has proven to be one of the most valuable tools in the
OSINT technology stack; however, recent programming changes executed by
Meta have resulted in a diminished capability on the part of Fivecast to
rapidly and fully collect information of interest. Fivecast enables advanced
search, collection, and analysis of publicly available information through a
single user interface, facilitating the collection of information regarding
people, places, and things across social media platforms, as well as general
information held on the surface, deep, and dark web to inform situational
awareness and to support CBP law enforcement and national security

operations.

Excerpt from DHS Al Freedom of Information Act litigation3®
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capturing the digital exhaust of everyday life.
NexusXplore is a platform that claims to provide
access to over 8 billion public records. According
to the DHS Al Use Case Inventory, the tool uses Al
modules for text detection, translation, and image
recognition to help analysts find possible matches
across open-source and social media dataina
single interface, potentially identifying unknown
phone numbers and emails linked to a target.3®
The tool's official description on its website
reveals it functions as a comprehensive search
engine that aggregates and correlates data from
hundreds of sources, including social media,
people search sites, court records, and deep web
archives, effectively creating a detailed digital
dossier from publicly available information.3?°

RECON

Another web scraping tool is Team Cymru’s
“Augury” software,** also known as RECON,
previously used by the US military to track internet
usage. The tool provides visibility into over 90% of
global internet traffic and is reportedly updated
with at least 100 billion new records each day.®' By
tapping into data from internet service providers,
it can potentially capture not just browsing data,
but the contents of emails, file transfers, and other
communications, effectively creating a detailed
record of a person’s private online life without
awarrant.®32 The tool was acquired by ICE in
September 2025.3%

Tangles

Also in September 2025, ICE acquired another
sophisticated tool to scrape and analyze data
from the deepest corners of the web: PenLink’s
Tangles tool.2** Tangles was originally developed
by Cobwebs Technologies, an Israeli firm founded
by former members of Israeli military special units,
before being acquired by PenLink in 2023.3% It is an
Al-powered platform that automatically scrapes
the open, deep, and dark web to construct
comprehensive dossiers. It links social media
activity, contact information, financial records, and
geolocation data to build a complete picture of a
target and their network.33® Complementing this

is PenLink’s PLX, a tool for the live interception of
communications, also acquired by the agency in
September 2025. As outlined in a PenLink privacy
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impact assessment, PLX can collect and analyze
data from a vast array of sources, including direct
connections to telecommunications data, social
media, and messaging services, providing real-
time insights into a target’s communications.?¥
As has been seen before, the integration of
these companies into the state apparatus is
reinforced by a constant revolving door: in June
2025, PenLink appointed Derek Maltz, a former
Acting Administrator of the DEA, to lead its globall
business growth and strategy,® ensuring the
company’s tools are strategically positioned for
federal adoption.

4. Facial Recognition and
Street-Level Biometric
Surveillance

What is facial recognition and street-
level biometric surveillance?

DNA, fingerprints, facial features and irises are
considered unique to the individual and contain
identifying information. Described as “biometrics,”
they include body measurements that are used

to identify individuals, such as facial scans or iris
scans. DNA is acquired through parts of the body—
such as blood or hair—and has been used by DHS to
establish family relationships. As described above,
DHS contains massive repositories of biometric and
biographic data upon which they run data analytics.

Face capture and face recognition technologies
(FC/FR) involve technologies that detect a face in
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a video or image and/or match it against a library

of faces. Face recognition technologies compare
captured faces against a database to identify or
verify the individual. These technologies capture
faces in many ways: scraping them from the internet
or social media, through street cameras, airports, or
data brokers. These technologies operate as street-
level surveillance—that is, they acquire biometric
and biographic information from people as they

go about their daily lives. Advocates and federal
oversight agencies have raised concerns over
DHS's use of FC/FR technologies and iris scanning
technologies.?*°

DHS holds a number of contracts with facial
recognition companies. FC/FR technologies account
for over 25 different Al use cases at DHS, with 22
held by ICE and CBP:3* Nearly half FC/FR Al use
cases are related to CBP’s Traveler Verification
Service (TVS), a program that operationalizes
biometric collection for individuals entering and
leaving the United States by land, air, and sea.

Other Al use cases for FC/FR at DHS have to do with
immigration enforcement, such as the Clearview

Al and Mobile Fortify tools, detailed below. These
newer tools, some of which are used by ICE and
CBP and focused on street surveillance, are just
part of an emerging slate of experimental new FC/
FR tech. DHS's FY2027 budget requests $16 million
for Biometrics and Identity Management, $6 million
for Biometric Emerging Concepts, and $10 million
for Biometrics and Identity Screening for the Border
Security and Immigration section of its Science &
Technology Directorate. Perhaps most alarmingly,
DHS requested funding in FY2027 to develop an
operational prototype of “smart glasses” designed to
allow “biometric identification of illegal aliens.”%

Multiple oversight agencies, like the Government
Accountability Office (GAO) and civil rights groups
have raised concerns with FC/FR focusing on
privacy violations, misuse in sharing of photos,

and errors.3* FC/FR technologies allow DHS to not
only identify people in public spaces, but also to
learn those people’s professional roles, religious
affiliations, familial connections and friendships,
romantic partnerships, personal activities, political
views, patterns of travel, and even home addresses,
all without receiving consent, obtaining a warrant, or
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providing probable cause to conduct a search. In the
last year, ICE has “played a leading role, helping build
a large facial recognition database that DHS can use
to identify not only people targeted in immigration
raids, but also protestors and legal observers.”4

DHS facial recognition and iris
scanning companies:

Clearview Al

Clearview Al is just one of several facial
recognition products and platforms used by DHS,
managed by the department’s Office of Biometric
Management (OBIM).3* It is not surprising that
Clearview Al, which emerged from Peter Thiel's
venture portfolio and is also uniquely invasive,

is seeing a dramatic increase in ICE and CBP
contract money.

Clearview Al has built the most dangerous facial
recognition database in the country. Clearview
Al has allowed law enforcement and government
agencies to identify, locate, and track people—
where they go, who they're with, and what they
say—at the touch of a button. The backbone of this
powerful technology relies on a vast database of
photo images and biometric informationillicitly
collected by scraping websites and social media.
Clearview Al was founded in 2017 and received
early funding from Peter Thiel and his Palantir
co-founder Joe Lonsdale’s 8VC. The platform
purports to have over 70 billion photos®#¢ and
includes images “scraped” without consent

from websites like Facebook, Instagram, Twitter,
LinkedIn, and Venmo. 3

The company has generated massive public
controversy and was sent cease-and-desist
letters from Google, Facebook, and Twitter, as
well as attracting lawsuits from the State of
Vermont and civil society groups, in addition

to being deemed in violation of privacy
regulations in Canada, Australia, Europe, and
elsewhere?*® Nonetheless, it continues to be
used by law enforcement agencies, including
ICE and CBP. After a small initial contract in 2020
and subsequent renewals over the next few
years, the company received a new contract

in September 2025, under the second Trump
administration, worth up to $9.2 million,3* followed
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Figure 12 Contract money ICE awarded to Clearview Al
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by a new $225,000 CBP contract in February
2026.%° Figure 12 charts the growth in Clearview
Al's ICE contracts, showing an unprecedented
new commitment to this invasive—and, in a
number of jurisdictions, illegal—technology by an
emboldened immigration police force.

NEC and Mobile Fortify

Another facial recognition company working
with ICE is NEC Corporation. According to the
DHS Alinventory, NEC has developed multiple
facial recognition uses for DHS, including Mobile
Fortify.3

Mobile Fortify3%? is a new facial recognition
phone app used by ICE or CBP agents. This app
sends facial images, fingerprints, and document
photos to CBP-managed biometric systems

for matching against hundreds of millions of
biometric records.®® When the app “identifies”
someone, it shows biographical and personal
data about that person pulled from various
places. At a minimum, this includes, for example:
name, birth date, citizenship and immigration
information—including whether someone has a
deportation order—family information, country of
citizenship, etc.®** The tool allows ICE to identify
individuals and was classified as a “high-impact”
Al system in DHS's 2025 Al Use Case Inventory.3%°
ICE officials have stated that they consider an

identity “match” in Mobile Fortify to be a “definitive’

determination of a person’s [citizenship] status
and that an ICE officer may ignore evidence of
American citizenship—including a birth certificate”
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if the app indicates otherwise. In other words, even
if you were to provide evidence of citizenship, ICE
officials have stated that they will defer to the
determination of the app.3%® ICE’s deployment

of the app during the 2026 Operation Metro

Surge and other aggressive operations has
caused severe public backlash after being used
over 100,000 times in Minnesota, Chicago, and
elsewhere®® Data collected by Mobile Fortify

is stored in DHS traveler systems for 15 years.
This kind of street level surveillance will have
enormous impacts for US residents. Current

laws and policies—from consumer protection to
criminal justice—are wholly insufficient to tackle
the harms of this type of data extraction. It is

not clear what avenues exist to challenge the
collection of “Al evidence” since individuals are not
aware of, much less consenting to, its use.

In addition to creating the Mobile Fortify app, NEC
is the primary contractor for the CBP Traveler
Verification Service, which collects biometric data
such as facial images of those who cross the US
borders. NEC also manages facial recognition for
DHS's OBIM, which oversees major DHS biometric
programs such as IDENT and its replacement
system in development, HART 358

BI?

Other lesser-known companies, such as BI2, have
quietly carved out their own lucrative niches
within ICE's expanding biometric surveillance
infrastructure. In September 2025, ICE awarded
a $4.6 million contract to BI? Technologies LLC for
“IRIS biometric recognition technology for
offender recognition and access to a biometric
information system to allow ICE agents to quickly
authenticate the identity of subjects during field
operations.”®

BI?s flagship products—the Inmate Recognition
and Identification System (IRIS) for fixed facilities
and the Mobile Offender Recognition and
Information System (MORIS) for field operations—
capture over 265 unique points from the human
iris to generate a biometric template, enabling
real-time identification at distances of up to one
meter. While ICE justified the award as a sole-
source contract,®*° arguing BI? was the only vendor
capable of providing these specific systems, the
company’s path to this lucrative deal was paved
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by deep connections to the Trump administration.
BI2 hired Ballard Partners shortly after Trump's
election. This lobbying firm was founded by Brian
Ballard, who reportedly has unparalleled entree
to the president’s inner circle; Ballard Partners
managing partner Susie Wiles now serves

as Trump’s chief of staff, and former Attorney
General Pam Bondi is an alumni®®' According to
lobbying disclosures, Ballard Partners’ sole focus
for BI2 was promoting IRIS technology to the
Department of Homeland Security.% BI2 is not the
only Ballard client to score a no-bid ICE contract
under the Trump administration; other notable
clients include Palantir and SNA International.

DNA Testing

SNA International

Facial recognition is not the only biometric data
that DHS is collecting and using. SNA International
won a $25 million DNA testing contract from ICE

in March of 2025.%%% This contract is for Rapid DNA
testing use by ERO agents to “verify biological
relatives,” which was piloted in 2019 as a joint ICE/
CBP program under the first Trump administration
as a means to enable family separation under the
guise of combating “family unit fraud.”4

DNA testing in general was expanded dramatically
under the first Trump administration. In March
2020, the DOJ approved a new rule, titled “DNA-
Sample Collection from Immigration Detainees,”
which expanded DNA collection to all ICE and
CBP detainees, with limited exceptions, and
mandated storage of the collected DNA profiles
in the FBI's CODIS biometric database under the
authority of the DNA Fingerprint Act of 2005. This
led to the addition of 2.6 million DNA profiles to
the CODIS database between 2020 and 2025,36°
including an estimated 133,000 migrant teens
and children as young as four years 0ld.2¢6 2,000
US citizens had their DNA profiles transferred by
CBP to the CODIS system, including 95 minors.
The overwhelming maijority (97%) of cheek swab
samples were collected under civil, not criminal,
authority. This expansion of genetic surveillance
has not been authorized by Congress for citizens,
children, or civil detainees.®®’
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5. Nationwide Driver
Surveillance

What is driver surveillance tech?

DHS is using a variety of technologies to acquire,
analyze, and store data from vehicles and their
drivers. ALPRs use cameras and software to capture
and store vehicle license plate information.3%

DHS uses ALPR data to locate and apprehend
individuals. DHS and police are also purchasing
data mining technologies that can acquire location
data, driving history or any information that a
mobile phone shares with a car. This technology
can track a person’s movements across multiple
modes of transit, linking phones to cars and building
a comprehensive geolocation profile without ever
obtaining a warrant.

DHS and automated license plate
readers

Flock

Despite Flock holding no direct contract with
ICE, DHS has gained access to its vast network
of Al-powered cameras—now deployed in more
than 5,000 communities across the country—
through an informal pipeline enabled by local law
enforcement. Local police departments across
the US have performed thousands of Flock
lookups explicitly on behalf of ICE, with search
reasons listed as “immigration,” “ICE,” “ICE+ERO,”
“ICE WARRANT,” and “illegal immigration.” These
searches, which allow officers to pull a target’s
vehicle movements across Flock’s nationwide
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database, were conducted by local police acting
as informal intermediaries, granting federal
immigration authorities side-door access to a
surveillance tool they have not contracted for The proliferation of automated license plate
directly.*® This informal pipeline, enabled by readers (ALPRs) from companies like Flock
cooperative local police and left untouched by Safety is bound to the broader tech oligarchy
any formal data-sharing agreement, allows ICE ecosystem through ties to venture capital.
to bypass both the competitive procurement Peter Thiel's Founders Fund participated
process and any public scrutiny that might in Flock’s Series A round of seed funding in
accompany a direct contract. 2018 and its more recent Series F round of
funding in March 2025, which totaled $285
DHS and data mining of car data million alongside other investors.3Former
Founders Fund partner Geoffrey Lewis now
BerlaiVe serves as an investor and board observer
Tools like Berla iVe allow agents to mine data for Flock *®Although there is no evidence of a
from cars’ internal computers, extracting travel direct contract between the two companies,
histories and device connections from everyday the Thiel-founded company Palantir has
vehicles3° Berla iVe is a vehicle forensics system previously acknowledged being contracted
developed by the US-based Berla Corporation. It to help a multi-jurisdictional program analyze
has been a critical tool for federal enforcement ALPR data at a time when no laws governed
since at least 2018, when CBP identified it as the the technology.*""These connections matter
only commercially available product capable of because they point to a shared operational
extracting information from vehicles.®"Berla iVe vision across different companies
and other similar technologies can reconstruct developing surveillance tech for different
a person’s movements across multiple modes enforcement bodies: Flock builds the
of transit, linking phones to cars and building national dragnet of vehicle movement data,
a comprehensive geolocation profile without and Palantir builds the analytical platforms
ever obtaining a warrant. Since 2016, Berla has to make that data legible for enforcement.
collaborated with the Swedish forensic firm
MSAB, which also supplies ICE with its XRY mobile
extraction tools, to integrate BerlaiVe's hardware
capabilities with MSAB's XAMN analytics
software. Together these create a unified platform
for extracting and analyzing data from both
vehicles and mobile devices.3? A CBP document
from a 2021 contract with MSAB noted that it
would be “critical in CBP investigations as it can
provide evidence regarding the vehicle’s use, but
also information obtained through mobile devices
paired with the infotainment system.” This means
agents can access not only a car’'s GPS history
and trip logs, but also contacts, call records, and
messages synced from drivers’ and passengers’
phones.®” In 2025, CBP renewed its commitment
to the technology with three separate contract
awards.3™

ALPRs and the tech oligarchy
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6. Hacking Devices
and Spyware

What do we mean by hacking and
spyware?

Stories of ICE and CBP agents attempting to

hack phones and computers are on the rise. In
FY2025, CBP searched 55,318 devices, with 2026
Q2 confiscations reaching an all-time high.3® DHS
and the FBI announced investigations into group
chats of protesters in Minnesota®”® and Minnesota
legal observers and protesters also reported that
DHS confiscated their phones.3° Advocates are
concerned that DHS is looking to acquire contacts,
messages, location history, passwords, photos,
videos, names of associates or other biographical
information from phones.

While the use of invasive digital forensics by
immigration enforcement is not new, the scale
of procurement has intensified under the Trump

Figure 13 Contract money awarded to Cellebrite by ICE and CBP
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administration. In 2025 alone, ICE and CBP secured
at least 13 separate contracts for mobile extraction
tools like Israel’s Cellebrite’'s UFED and private
equity-owned Magnet Forensics’ GrayKey, with a
combined public value exceeding $27 million.*' ICE
also holds other, smaller contracts with companies
including FinaleMobile®? and Arsenal Recon.38
These tools can crack encrypted phones to retrieve
deleted messages, location histories, and call logs—
effectively enabling warrantless digital searches.

DHS primary device hacking
companies

Cellebrite

Both ICE and CBP have contracted with Israeli
digital intelligence company Cellebrite since
2008.34 Cellebrite has, in particular, received

over $56 million in federal contracts in 2025-26,38°
primarily for its UFED hacking software that
extracts data (including deleted messages and
locations) from mobile devices— a primary tool for
DHS.38¢ |CE alone plans to award an open-ended
$100 million contract to the company later in
2026.3%

In 2020, President Trump pardoned Cellebrite
CTO Chris Wade for federal cybercrimes that
prosecutors maintained under seal,*® a move
that effectively cleared his record. Wade's
subsequent career trajectory proved pivotal:
after his pardon, Cellebrite acquired Corellium
for $200 million in June 2025 and installed
Woade as its Chief Technology Officer.3% The
acquisition carries troubling historical echoes:
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leaked documents show that Corellium in 2019
offered a trial of its product to NSO Group, whose
Pegasus spyware has been repeatedly caught
targeting dissidents, journalists, and human rights
defenders worldwide. Corellium also offered its
product to DarkMatter, a now-shuttered Emirati
cybersecurity company that hired former US
intelligence members who reportedly helped it
spy on human rights activists and journalists.3*°
The combined entity—Corellium and Cellebrite—is
developing a new beta product called Mirror, which
enables police to create a virtual clone of a seized
device and all its data. Mirror creates the capacity
for unprecedented intrusion into journalists’ and
activists’ private communications.3'

GrayKey

Another tool in DHS's hacking arsenal is GrayKey,
adevice that allows law enforcement to unlock
mobile phones and extract their contents.
Launched in 2016 by the company Grayshift—co-
founded by a former Apple security engineer—
GrayKey was developed as a direct competitor
to Cellebrite's existing phone-hacking system,
UFED.2%? It can bypass iPhone passcodes

to retrieve a wide range of datq, including
deleted messages, photos, location history,

and call logs, effectively giving investigators a
complete window into a target’s private life and
associations. In 2023, Grayshift merged with
Magnet Forensics, another digital investigation
firm, consolidating their capabilities under one
roof.3® |ICE has maintained a steady relationship
with the technology, with records showing

Cellebrite has received over
$56 millionin federal contracts
in 2025-26, primarily for its UFED
hacking software that extracts
data (including deleted messages
and locations) from mobile
devices— aprimary tool for DHS.
ICE alone plans to award an open-
ended $100 million contract to the
company later in 2026.
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the agency awarded a $3 million contract in
mid-September 2025 specifically for Magnet
Forensic Software Licenses, and another $90,000
contract specifically for “GrayKey Premier
Software renewal licenses for iOS and Android
extractions,”* as part of its Homeland Security
Investigations work. The ability to deploy GrayKey
on alarge scale means ICE can conduct deep,
warrantless searches of phones seized during
raids, sweeping up data not only from targets but
potentially from friends, family, and associates
caught in the enforcement net.

DHS and spyware

Paragon

From September 2024 to January 2026, ICE

also held a $2 million contract with Paragon
Solutions,**® an Israeli company that allows users
to remotely hack into phones, read encrypted
messages, access files and data, activate

the phone as alistening device, and more—all
without the targeted individual ever clicking on
alink. The company’s “Graphite” spyware has
been used to hack the phones of journalists and
members of civil society organizations in various
countries. Its use was previously placed on hold
by the Biden administration after the former
President signed an executive order barring

the use of commercial spyware that poses a
national security risk to the United States, until
the Trump administration revived the Paragon
Solutions contract in late 2025. ICE has repeatedly
offered conflicting information about whether

it contracts with Paragon. ICE’s contract with
Paragon ended in January 2026. However, in April
2026, ICE acknowledged it was using commercial
spyware,**® but did not identify Paragon
specifically.®®” In May, DHS told the press that it
does not have a relationship with Paragon or its
new parent company. It is unclear whether ICE
has ceased using Paragon spyware, continues
operations under another contract, or uses some
other spyware company that ICE has failed to
disclose to the public. ICE continues to withhold
documentation and information related to their
use of these technologies.3%
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1. Cellphone Tracking
and Location Data

ai
”
r'd
e
<
N

~

>
”

L2

What is cellphone tracking and
location data?

Another example of ICE's indiscriminate surveillance
capacity is DHS's use or acquisition of cellphone
location data. Location data is a digital record of
movement produced by GPS-enabled devices, like

a cellphone or a computer. By buying cell phone
location, DHS attempts to avoid legal requirements
for arrest and apprehension, such as obtaining a
warrant. DHS can also acquire location data through
data brokers (see above).

Here are some of the ways DHS collects data
through cell phones:

= “Stingrays”: Formally called cell site simulators,
these devices essentially impersonate cell
towers to force all nearby phones to connect,
sweeping up the data of every bystander in
what functions as a digital dragnet.3**Law
enforcement can then use this connection to
identify the precise location of a target device
and, depending on the simulator’s capabilities,
potentially intercept calls, text messages, and
internet traffic. Unlike data from traditional cell
towers, which is often imprecise, these tools
provide a much higher degree of accuracy but
do so by indiscriminately capturing signals from
everyone who happens to be in the vicinity.**°

= Online advertising data: CBP has also tapped
into a vast, largely unregulated source of location
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data: the online advertising industry. According
to aninternal DHS document obtained by 404
Medlia and published in March 2026,**' CBP
acknowledged for the first time that it purchased
phone location data derived from real-time
bidding—the automated auction process that
determines which ads appear on your phone.
This data, sourced from ordinary apps like video
games, dating services, and fithess trackers,

is collected and repackaged by data brokers,
creating what privacy advocates have called a
“goldmine for tracking where every person is and
what they read, watch, and listen to.”° CBP ran

a pilot program using this advertising-derived
location data between 2019 and 2021, but the
agency has not confirmed whether it continues
to purchase such data.*®3

Administrative subpoenas: ICE or CBP send
requests, often without a warrant, to a person’s
cell phone carrier (e.g. Verizon), social media
companies (e.g. Facebook), or an internet
company (e.g. Google) for private account
information, including location data. DHS has
also asked for information beyond location
data, including information that triggers First
Amendment concerns. For example, ICE sent
administrative subpoenas to social media sites,
such as Reddit, Discord and others, requesting
information about users who posted about the
Los Angeles immigration enforcement surge.***

Geofence warrants: In criminal investigations,
law enforcement, such as local police or the
DOJ, directs “geofence” warrants to internet

or phone companies to collect granular user
location information. In short, a geofence
warrant demands that the company provide
information about which mobile phones were
present within a certain geographic area during
a specified time frame. Usually, they are used
when law enforcement does not know the
identities of suspects, only an approximate
time and location. The legal landscape around
law enforcement’s use of geofence warrants is
murky at best because it sweeps in phone data
from bystanders who happen to be near the
target. In April 2026, the Supreme Court heard
arguments on the legality of geofence warrants,
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and this case will have implications on privacy
rights and the ways that law enforcement
agencies can use location tracking surveillance
technology:#%®

Companies that are helping retrieve
location data for DHS

TechOps Specialty Vehicles

In May 2025, the agency awarded an $825,000
contract modification to TechOps Specialty
Vehicles LLC, a Maryland-based company, to
provide additional “Cell Site Simulator ... Vehicles
to support the Homeland Security Technical
Operations program.”°® This award followed

a previous contract in September 2024 for
$818,000, demonstrating a sustained investment.
According to TechCrunch, TechOps Specialty
Vehicles integrate surveillance technology—
sourced from elsewhere—into customized
vehicles, including “Mobile Forensic Labs” and
“Mobile Command Vans” designed for “on-site
forensic analysis” and “advanced surveillance and
mission coordination.” The company’s president
confirmed they integrate cell site simulators but
declined to name the manufacturer, citing “trade
secrets.’

CellHawk

Software like CellHawk further weaponizes
location data, transforming static phone records
into a tool for persistent, automated surveillance.
Developed by the Texas-based company Hawk
Analytics, CellHawk is a web-based platform that
helps law enforcement to visudlize vast quantities
of cellular data. According to a 2020 investigation
by The Intercept, the tool's capabilities extend far
beyond simple analysis. Its promotional materials
boast of the ability to send email and text alerts “to
surveillance teams” the moment a target’s phone
moves or enters or exits a predefined “Geozone”—
which could be as large as an entire county
border. This transforms an investigative tool into
areal-time tracking system. While the company’s
website mentions the ability to view maps of the
cell towers a target uses most frequently, its
brochures sent to potential clients are far more
explicit, promising investigators the ability to

“find out where your suspect sleeps at night” by
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analyzing those daily patterns.*°® This is done by,
for example, integrating with cell site simulators;
using GPS records; and mapping more than 20
phones at once to see how they move relative to
another, allowing police to map out an individual's
social network and daily routine. In 2025, ICE’s
Charlotte office purchased CellHawk Software

licenses.*%®

8. Skip Tracing and
Contract Bounty Hunters

What is a DHS bounty hunter?

As part of the Trump administration’s detention

and deportation push, ICE has expanded capacity
by outsourcing targeting operations to the private
sector—this includes independently tracking down
and confirming individuals’ addresses using lists
provided by the agency. Under the scheme, vendors
are given a caseload of up to 50,000 “last known
addresses of dliens residing within the United States
of America,” with the mandate to “use all technology
systems available” to identify and validate last
addresses.#"® Most alarmingly, ICE structures vendor
payments around success rates, and these private
companies collect bounties for confirmed locations
and successful document deliveries, pushing
vendors to procure phone numbers, social media
footprints, vehicle data, and even photographic
evidence of a target’s private life at home or work.

In 2025, ICE procured at least 15 different contracts—
totaling over $55 million in federal funds committed
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through early 2026, with more than $1billion in
potential contract money through 2028—for “skip
tracing services.”" This commercial service is
traditionally employed by debt collectors and bail
bondsmen to locate individuals who have “skipped
out” on financial obligations. Now, for ICE, the
vendor’s mandate is to deploy a vast surveillance
toolkit, including automated data brokers, real-time
searches, public records, social media scraping, and
even physical reconnaissance to verify immigrants’
residence and employment addresses and track
“fugitive aliens."™ The companies doing the skip
tracing receive basic biographical information on
50,000 individuals per month, with the mandate

of identifying their current address using “all
technology systems available,” as well as “physical,
in-person surveillance,” in order for ICE to conduct
raids or serve official documents.*®

Companies involved in skip tracing
include:

Al Solutions 87

One of the companies, Al Solutions 87, will provide
Al agents to ICE that it says can autonomously
track “people of interest and map out their family
and other associates more quickly’.*

Capgemini

One of the companies that won a $4.8 million
contract with ICE for skip tracing work, France's
Capgemini, received a swift rebuke from French
lawmakers and announced plans to sell its US
subsidiary over the deal,*® under which it stands
to make up to $365 million.*®

B.l. Incorporated

Another company that won a $1.5 million contract
is the Colorado-based B.l. Incorporated,*”
subsidiary of The Geo Group, Inc., which has also
provided ICE with wrist-worn GPS monitoring
technology through its “Veriwatch” product. Bl

is heavily involved in “alternatives to detention”
programs in DHS.
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9. Detention and Deportation
Tracking Apps

What are detention and deportation
tracking apps?

For many years, DHS has required that people install
apps on their phones or use wearable devices so
that they can track and monitor noncitizens for
removal and detention. These continuous monitoring
apps, referred to as “digital cages,” have been forced
on hundreds of thousands of noncitizens. These
apps, labeled “Alternatives to Detention,” have

not resulted in fewer detention beds. In fact, DHS
continues to plan for 100,000 detention beds*® and
one million removals alongside the deployment of
continuous monitoring apps.**®

DHS companies involved in detention
and deportation tracking apps

Smartlink and Veriwatch

B.l. Incorporated has expanded dramatically
under the Trump administration, as itis

the main operator of ICE’s Alternatives to
Detention (ATD) program. The ATD program
monitors approximately 180,000 migrants
awaiting immigration proceedings through a
combination of GPS ankle monitors, the Veriwatch
wrist-worn devices, and a smartphone app
called SmartLINK.?°The SmartLINK app requires
participants to log their whereabouts at least
once a day using facial recognition and GPS
tracking, while the newer VeriWatch provides
GPS location monitoring, facial matching, and
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messaging functionalities, and works similarly to
a consumer smartwatch.?' ICE has already used
the location data collected through these tools in
enforcement operations; during the first Trump
administration, agents followed the GPS location
of awomanin the ATD program to help secure a
search warrant for a chicken processing plantin
Mississippi, leading to the detention of roughly
680 immigrants in a single raid.*??

CBP One app

The administration has simultaneously moved to
weaponize the CBP One app—originally created
under the Biden administration as a portal for
asylum-seekers to schedule appointments

and enter the country legally—as a tool for
self-deportation. In March 2025, former DHS
Secretary Kristi Noem announced the launch of
the CBP Home app, a rebranded version of the
same platform, instructing migrants to “leave
now” or face arrest.*> By April 2025, DHS had
reportedly revoked parole status for nearly one
million migrants who had entered using the app,
giving them seven days to self-deport or be
apprehended.** The tracking infrastructure for
these self-deportations is powered by Palantir's
ImmigrationOS. Together, these systems form

a closed loop: the SmartLINK and VeriWatch
devices track those awaiting proceedings; the
CBP Home app funnels self-deportations into a
trackable pipeline; and Palantir's ImmigrationOS
processes the resulting data to identify new
targets, score addresses, and map the next
neighborhoods to raid.

The ATD program monitors
approximately 180,000
migrants awaiting
immigration proceedings
through a combination of

GPS ankle monitors, the
Veriwatch wrist-worn devices,
and a smartphone app

called SmartLINK.
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10. Border Towers
and Drones

Massive investments are flowing into the border,
with a sustained focus on drones and surveillance
towers. We have created two sections to address
DHS use.

What is a surveillance tower?

Surveillance Towers: CBP surveillance towers are
fixed and relocatable towers stationed across the
border that can detect, identify, track, and classify
items (including humans) around the border. These
towers have powerfully invasive surveillance
capabilities and use data analytics to help border
patrol agents surveil the area and prioritize
resources for border enforcement. The “border”
spans an area 100 miles from the US physical border,
and it remains to be seen how far into the interior
these towers will operate.

DHS towers and Anduril

Trump’'s OBBBA allocated $2.8 billion for surveillance
technologies along the southwest, northern, and
maritime borders*®While this funding covers
arange of technologies, the anchor of these
surveillance systems are different types of towers
installed at regular intervals along the border.
Existing infrastructure includes:

= Integrated Fixed Towers (IFTs) developed by
Israeli military contractor Elbit Systems. These
are 80 to 140 feet tall and are equipped with day
and night cameras and a radar that can identify
people 7.5 miles away.?8
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= Remote Video Surveillance System (RVSS) from
military contractor General Dynamics. These are
smaller, relocatable surveillance towers along
the Southwest and Northern borders. Some
cameras are also mounted on tall buildings or
other structures.*’

= Mobile Video Surveillance Systems (MVSS)
consist of a 4x4 truck with telescoping poles
in the bed that extend up to 35 feet in the air,
outfitted with thermal and video cameras and a
laser illuminator.#28

However, the most important border tower
contractor, by far, is now Anduril Industries, founded
by Palmer Luckey and backed by Peter Thiel, Marc
Andreessen, and even JD Vance personally at one
point.*?°The OBBBA requires all new border towers
to be designated “autonomous,” a requirement
specifically designed to favor Anduril's autonomous
“Sentry” border towers, which use machine learning
software to scan the border region for objects of
interest, distinguishing humans from livestock, for
example3°

As of early 2026, four vendors had already

passed the “autonomy test” for border towers,*'!
including General Dynamics, which unveiled a new
autonomous tower in March 2026.4%2 However,

the overwhelming beneficiary of this contracting
requirement will be Anduril, which is already the
main contractor for the operation and maintenance
of CBP's Al-driven automated surveillance towers
along the northern and southern borders.**3 Anduril
received $363.4 million from CBP in the first half of
2026 alone,*3* more than twice the previous year
and a figure that would have amounted to more than
15% of the company’s total 2025 revenue**® The
Electronic Frontier Foundation has documented at
least 585 autonomous surveillance towers along the
US-Mexico border, and CBP has plans to install 1,500
more towers over the next few years.*3®

What is a drone?

Unmanned Aerial Vehicles (UAVs), commonly

known as drones, is an aircraft with no human

pilot. It is controlled remotely or programmed to fly
independently. Originally used by the military, their
use is being fast tracked by police departments and
federal law enforcement agencies. CBP has flown
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The most important border tower
contractor by far is now Anduril
Industries, founded by Palmer
Luckey and backed by Peter Thiel,
Marc Andreessen, and even JD
Vance personally at one point.

drones, including military grade Predator drones,

over protests for racial justice*®” and immigration
enforcement surges.**® Congress has repeatedly
flagged concerns with DHS drone deployment.**®

CBP and ICE drone programs

CBP has had its own small drone program since at
least 2020 and currently operates around 500 small
drones.** The agency has purchased drones froma
number of different companies, drawing from a list
developed by the Defense Innovation Unit following

a July 2025 memorandum titled “Unleashing

US Military Drone Dominance.”* The two drone
providers from the so-called “Blue List” that have had
the most success in contracting with CBP thus far
are Red Cat Holdings (Teal Drones)** and the startup
Skydio, after smaller contracts for purposes of
evaluation with Vantage Robotics and Parrot do not
appear to have resulted in larger agreements.**

DHS has greatly expanded its investment in drones
in order to incorporate them into the policing of

the US interior. In early 2026, DHS implemented
significant measures to facilitate the acquisition and
use of small drones and counter-drone technologies,
requesting proposals from private industry for a
new $1.5 billion contracting vehicle, as well as a $115
million investment in new drone technologies—to

be used at events like the 2026 FIFA World Cup—
through the DHS Science & Technology Directorate
(as described in Section 4 of this report).*** Former
DHS Secretary Kristi Noem framed the new Program
Executive Office for Unmanned Aircraft Systems
and Counter-Unmanned Aircraft Systems as part

of a“new era to defend our air superiority to protect
our borders and the interior of the United States.™*°
Concurrently, DHS authorized all department
components and state and local partners to “fully
combat drone threats” in December 2025.446
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Skydio

In 2025 alone, CBP awarded multiple contracts
for Al-powered drones to Skydio for its Buffalo
Sector* The venture capital firm Andreessen
Horowitz has participated in nearly every funding
round for Skydio. As detailed in Section 2 of
this report, Marc Andreessen, alongside Elon
Musk, has been actively involved in shaping
tech policy and personnel decisions within the
administration,**® exemplifying the direct line
between tech oligarchy investment and federal
procurement.

ICE has followed CBP in acquiring Skydio's
Al-powered drones,**° capable of detecting
individuals from 7.5 miles away and identifying
them from nearly a mile,**° part of a worrying trend
in which surveillance technologies justified for
border enforcement are seamlessly repurposed
for domestic monitoring, including the surveillance
of protests and political demonstrations.
According to reporting from the Washington

Post, ICE has already used small drones to
monitor protests over the past year, while CBP
has deployed MQ-9 Predator military-grade
aircraft drones over anti-ICE demonstrations in
Los Angeles.*'This mirrors a broader pattern:

the NYPD, which has adopted Skydio drones
exclusively for its Drone as First Responder
program,*?flew multiple X10D aircraft over “No
Kings” protesters in Manhattan, logging over
20,000 flights in 2025 and using drone footage

to identify and arrest demonstrators.*> While
reporting has not often been able to confirm

the make and model of drones used during ICE
operations and counter-protest activity, the
agency used drones to post footage of anti-ICE
protests in Chicago,”® and drone sightings surged
in Minneapolis in early 2026 during protests in that
City.#®

ICE has followed CBP in
acquiring Skydio’s Al-powered
drones, capable of detecting
individuals from 7.5 miles away
and identifying them from
nearly a mile...
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This operational expansion has been
accompanied by aggressive new federal airspace
restrictions on civilian-operated drones that might
monitor DHS activities. On January 16, 2026,

the FAA issued NOTAM FDC 6/4375, banning all
civilian drone flights within 3,000 feet laterally and
1,000 feet vertically of any DHS facility, vehicle,
vessel, or convoy. Crucially, the restriction moves
as DHS assets move, creating invisible, roving
no-fly zones wherever ICE or other agencies
operate, with no advance notice or geographic
coordinates provided to the public. This creates a
two-tier system: the government expands its own
surveillance fleet while systematically preventing
civilian operators—including journalists—from
documenting those same operations.**®

Taking Stock

In this section we have documented DHS's adoption
and scaling of surveillance technologies—including
many Al-enabled technologies. Through its use

of these technologies, DHS has assumed the
capacity to gather intelligence on non-citizens

and citizens alike, specific targets for removal

and bystanders, and to do so without warrants or
meeting any kind of threshold for suspicion. Many

of these technologies have been deployed not only
against people in removal proceedings, but people
who are protesting brutal, violent, or authoritarian
immigration enforcement practices. These
technologies, therefore, are part and parcel with the
strengthening of DHS as an authoritarian arm of the
US government.

The fast and dramatic expansion of the ICE and

CBP budgets over the past year has facilitated the
advancement of ICE and CBP’s adoption of these
technologies. Moreover, these technologies advance
DHS'’s mission of swiftly growing its deportation
dragnet without regard to the constitutional rights of
those who are swept up in it. The adoption of these
technologies is facilitated by the close relationships
between the Trump administration, venture
capitalists, and other elements of the tech oligarchy
that together make up the new security state.

Our task is to fight back, with this picture in mind. In
the next section of the report we outline ways to do
just that.
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6. Organized Resistance

The surveillance and deportation systems described throughout this report were built through
political choices, public investments, and corporate partnerships. They can be challenged

in the same way. The technologies that power modern immigration enforcement depend

on local government cooperation, private sector participation, taxpayer funding, and public
legitimacy. This section outlines concrete strategies for disrupting that infrastructure, from
local campaigns and worker organizing to litigation, market pressure, federal advocacy, and
political education. While the scale of the challenge is significant, these systems are neither

inevitable nor invulnerable.

As immigration enforcement becomes increasingly
powered by Al, data sharing, and corporate
surveillance, the fight ahead is not only about
resisting individual policies or administrations. It is
about confronting the infrastructure and logics that
makes mass surveillance, policing, detention, and
deportation possible in the first place.

The scale of the surveillance, policing, and corporate
power outlined here can feel overwhelming. That

is not accidental. This political moment has been
designed to make people feel powerless and to
make resistance seem impossible. The Trump
administration and the tech oligarchs aligned with it
want the public to believe that an Al-driven security
state is inevitable and unstoppable. It is not. These
systems depend on taxpayer funded contracts,
local government cooperation, and popular buy-in to
corporate legitimacy, all of which can be challenged,
disrupted, and dismantled through organized
collective action.

There are concrete ways to weaken the
infrastructure that powers the immigration dragnet

and to build power capable of stopping its expansion.

This doesn't mean it will be easy. Defending
immigrant communities and building a different
future will require coordinated action at every
level: local organizing, corporate accountability
campaigns, worker resistance inside tech
companies, strategic litigation, public pressure,
and long-term federal policy fights. But more
than anything, meeting this moment will require
experimentation, political imagination, and new
forms of organizing capable of confronting systems
that are rapidly evolving.
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Local Governments

1) Dismantle data sharing with ICE;
2) End expansion of surveillance technology;
3) Strengthen privacy protection.

Local governments have a critical role to play

in resisting the expansion of the immigration
enforcement and surveillance apparatus.

While federal agencies like DHS and ICE rely on
massive technological infrastructure to carry out
enforcement, much of that infrastructure depends
on cooperation at the local level. Cities, counties, and
states collect and share data, deploy technologies,
and approve contracts. Local governments can
either deepen their cooperation or help dismantle
the systems that make mass surveillance and
deportation possible. This means focusing on three
interconnected areas: dismantling data sharing

with ICE, stopping the expansion of surveillance
technologies, and strengthening privacy protections.

Dismantle data sharing with ICE

One of the most immediate ways local governments
can limit the reach of immigration enforcement

is by cutting off the flow of local data into federal
systems. This includes ending contracts that allow
information-sharing technologies connected to ICE
or DHS, particularly contracts that enable biometric
data collection, cross-referencing, or indirect data
transfers to federal agencies. Municipalities should
also terminate contracts with private data brokers
that sell information to immigration enforcement
agencies, prohibit local agencies from accessing
federal immigration databases, and close loopholes
that allow sanctuary protections to be bypassed
through third-party vendors or contractors.
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These forms of cooperation are often deliberately
hidden from public view. Contracts with technology
vendors frequently contain buried provisions that
authorize data sharing with DHS or grant companies
broad discretion over how information is used and
disclosed. In many cases, communities only learn
about these arrangements after advocates conduct
independent contract reviews, file public records
requests, or push for audits.

Cook County, lllinois offers a recent example of

how these loopholes operate. In 2022, advocates
and legal organizations challenged the Cook
County State’s Attorney’s Office over its contract
with Appriss, a private technology company that
managed jail and custody-related data systems

for domestic violence survivors.*” Although Cook
County maintains sanctuary protections intended to
limit cooperation with immigration enforcement, the
current contract allows information about people

in county custody to be shared with third parties
connected to DHS enforcement systems. An on-
going campaign has exposed how data sharing can
continue even in jurisdictions that publicly identify
as protective of immigrant communities, particularly
when private contractors operate with limited
transparency and oversight.

End expansion of surveillance

Local governments also have the power to stop

the expansion of surveillance technologies that
deepen policing, criminalization, and immigration
enforcement. Over the last decade, local police
departments and public agencies have increasingly
adopted predictive policing systems, automated
license plate readers, facial recognition tools,
algorithmic risk assessments, and large-scale data
integration platforms. These technologies are often
introduced under the promise of efficiency or crime
prevention, but in practice they expand the scope
of surveillance while increasing the amount of data
available to law enforcement and federal agencies.

Cities and counties should cancel predictive
policing programs and algorithmic systems
developed by companies like Palantir Technologies,
whose software has long played a central role

in immigration enforcement operations. Local
governments should immediately terminate existing
Palantir contracts and prohibit law enforcement
agencies from collecting, storing, or accessing
local data through Palantir systems. They should
also halt the expansion of data centers and digital
infrastructure, which not only increase local

6. Organized Resistance
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taxes and resident expenses, but are designed to
facilitate mass surveillance and large-scale data
consolidation.

Communities should approach other surveillance
technologies with similar scrutiny. Automated
license plate reader systems operated by
companies such as Flock Safety have rapidly
expanded across the country, often with little public
oversight and confusing information about their
data privacy policies. These systems create massive
searchable databases of vehicle movement that
can be shared across jurisdictions and accessed
by agencies involved in immigration enforcement.
Law enforcement agencies will rarely argue that
they need fewer surveillance tools. The issue is

not whether these technologies generate more
information, but whether communities are willing to
accept the civil rights, racial justice, and democratic
risks that accompany widespread surveillance
infrastructure.

There are growing examples of municipalities
pushing back against these systems. In 2019, San
Francisco became the first major US city to ban
government use of facial recognition technology.*®
Portland later passed some of the strongest
municipal restrictions in the country by limiting

both public and private uses of facial recognition in
places of public accommodation.*®® More recently,
community campaigns in cities including Nashville
and Norfolk have challenged or halted the expansion
of automated license plate reader programs after
raising concerns about data sharing, racial profiling,
and immigration enforcement access. These
examples demonstrate that surveillance expansion
is not inevitable and that organized local pressure
can successfully interrupt the spread of these
technologies.

Strengthen privacy protections

The most effective way to prevent harmful data
sharing is to limit the collection of sensitive data

in the first place. Local governments can pass
strong biometric privacy protections that give
residents meaningful control over how their
biometric information is collected, stored, and used.
These protections should include clear consent
requirements, limits on data retention and sharing,
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and enforcement mechanisms that allow residents
to take legal action when companies misuse their
information.

California’s privacy protections and biometric
privacy laws helped create the legal foundation

for organizations to challenge how companies like
Clearview Al were building surveillance systems
that could later be used by DHS and ICE. In 2020

and 2021, Mijente, Just Futures Law, and partner
organizations supported legal action and public
records litigation against Clearview Al and federal
agencies after it was revealed that the company had
scraped billions of photographs from social media
and websites without consent in order to build facial
recognition databases marketed to law enforcement
agencies, including immigration enforcement. The
lawsuits and records requests relied in part on state
privacy protections to challenge the collection and
use of biometric data and to expose how facial
recognition technologies integrated into federal
surveillance and immigration enforcement systems.

Local governments should build on these examples
by requiring public disclosure of surveillance and
cloud-storage contracts tied to law enforcement
and by creating strong community oversight
mechanisms for technology procurement and
approval.

Local governments cannot confront these systems
through policy changes alone. Surveillance and data
sharing are enormously profitable industries, and
companies that benefit from them will aggressively
defend their position. Technology firms routinely
lobby elected officials, spread misleading narratives
about public safety, and pressure governments

to expand surveillance powers. Countering that
influence requires organized community pressure
capable of challenging both the political and
economic power behind the surveillance industry.

Local governments also have the
power to stop the expansion of
surveillance technologies that
deepen policing, criminalization,
and immigration enforcement.
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Challenge Corporate Power

1) Protest and name names; 2) Engage in strategic
litigation and policy advocacy; 3) Support worker
organizing; and 4) Pressure the market.

One of the greatest sources of power these
corporations hold is their ability to manufacture
necessity, even at the cost of human lives.
Surveillance technologies are often introduced as
solutions to dangers that companies—along with the
government—exaggerate or help construct through
fear-based narratives around crime, migration,

and public safety. Communities are told that more
data collection, more predictive systems, and more
monitoring are necessary to stay safe, even when
many of these technologies did not exist a decade
ago and have never been proven to reduce harm

in meaningful ways. Corporations then position
themselves as the only actors capable of solving the
crises they helped define.

As this report argues, technology corporations are
not simply vendors selling tools to the government.
Increasingly, they are embedded within government
decision-making itself, shaping public policy,
influencing procurement priorities, and helping
design the infrastructure of modern enforcement
systems. But communities across the country

have already begun experimenting with these
approaches, offering important lessons for broader
movements resisting surveillance and deportation
infrastructure.

Protest and name names

Public pressure campaigns remain one of the most
effective ways to expose the corporations profiting
from surveillance and deportation infrastructure.
Organizers should continue building protests,
public education campaigns, demonstrations, and
direct actions that identify the companies and
executives responsible for developing, financing,
and maintaining enforcement technologies. Part of
the power these corporations rely on is invisibility.
Most people do not know which companies operate
local surveillance systems, where their offices

are located, or how deeply integrated they are into
government infrastructure.
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Mapping local corporate footprints can therefore
become an organizing tool in itself. Communities
can investigate which corporations maintain
headquarters, data centers, office leases, or public
contracts in their cities and expose the relationships
that connect local governments to immigration
enforcement systems. Campaigns against Palantir,
for example, have included demonstrations outside
company offices, pressure targeting universities
and investors connected to the company, and public
education efforts linking Palantir’s software to ICE
operations and deportation systems.

Engage in strategic lawsuits and policy advocacy

Litigation and policy advocacy are critical tools

for disrupting unlawful surveillance and data-
sharing practices. Advocates can pursue lawsuits
challenging the misuse of biometric data, unlawful
information sharing, discriminatory surveillance
systems, and violations of sanctuary protections.

At the same time, local and state governments can
pass policies restricting contracts with corporations
that facilitate immigration enforcement or operate
surveillance systems without public accountability.

Some of the most important victories in this area
have come from advocates willing to experiment
with new legal and organizing strategies. In 2021,
Mijente, NorCal Resist, and multiple individuals filed
a lawsuit*° against Clearview Al, a facial recognition
company that built its database by scraping billions
of photographs from social media and other
websites without consent. Advocates sought to
expose how facial recognition technologies were
being integrated into immigration enforcement
systems. Advocates raised concerns that the
technology could be used to identify, locate,

detain, and deport immigrants, as well as monitor
protesters, journalists, and others engaged in First
Amendment protected activities. The Clearview
campaign illustrates why experimentation is
necessary. Effective resistance increasingly requires
combining litigation, public records requests, privacy
law, policy advocacy, investigative research, and
organizing campaigns to expose systems that would
otherwise remain hidden from public scrutiny.
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A few other examples: In 2026, Maine residents

filed a federal lawsuit accusing DHS of using facial
recognition, license plate tracking, and Al-enabled
surveillance to identify and intimidate people
documenting immigration raids, alleging violations of
First Amendment protections.*®' In Oregon, a federal
judge ruled that ICE operations involving facial
recognition technology and warrantless arrests

of farmworkers were likely unlawful after agents
used the Mobile Fortify app during enforcement
operations later challenged in court.*2 In Chicago,

in May 2026 Alderwoman Jessie Fuentes sued

the federal government after federal immigration
agents handcuffed her while she asked for a warrant
for the detention of a community member at a
hospital, raising further concerns about aggressive
enforcement tactics and retaliation against people
documenting or challenging ICE activity.*¢3

Support worker organizing

Workers inside technology companies have become
an increasingly important force challenging the
expansion of surveillance and military contracting.
Employees often possess unique knowledge about
how technologies are developed, deployed, and
marketed, placing them in a powerful position to
expose harmful practices and pressure corporate
leadership from within.

Over the last decade, thousands of tech workers at
companies including Google, Amazon, and Microsoft
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have publicly opposed contracts tied to military
operations, policing, and immigration enforcement.
In 2018, Google employees organized against
Project Maven, a Pentagon artificial intelligence
initiative, leading the company to decline renewal of
the contract after widespread internal backlash.#64
Google workers also protested the company'’s cloud
computing work connected to border enforcement
and immigration agencies.*® Employees at Amazon
and Microsoft similarly raised concerns about their
companies’ relationships with ICE and the broader
surveillance apparatus, arguing that technologies
they helped build were being used to facilitate
detention, deportation, and human rights abuses.*®

More recently, National Nurses United has

been educating and organizing members and
communities about Palantir’s role in the mass
deportation machine.*” In addition to advocating
for abolishing ICE, the union has called on elected
officials to rescind their donations from Palantir and
for hospitals to cut ties*® with the company.#°

Workers inside these companies and agencies
should continue organizing against technologies
used in detention and deportation systems by
refusing to build or maintain harmful tools, raising
concerns internally, documenting abuses, and
supporting collective action and whistleblowing
efforts. Organizers and communities outside these
institutions should continue building coordinated
campaigns that support worker resistance while
applying public, political, and economic pressure
to challenge the expansion of surveillance
infrastructure.

Pressure the market

Corporations involved in surveillance and
deportation infrastructure are also vulnerable to
financial and reputational pressure. Shareholder
resolutions, divestment campaigns, and investor
organizing can force companies to publicly disclose
contracts tied to immigration enforcement and
answer questions about the risks associated with
those relationships. Organizers can also pressure
institutional investors, universities, foundations, and
pension funds to divest from companies profiting
from detention, surveillance, and deportation
systems.
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There are growing examples of this strategy taking
shape. Shareholders and advocacy organizations
have repeatedly introduced resolutions demanding
greater transparency from companies involved in
government surveillance and military contracting.”°
Investor campaigns have also targeted banks

and private equity firms financing private prison
companies involved in immigration detention,
contributing to several major financial institutions
announcing restrictions on future financing for the
private prison industry.*” These efforts demonstrate
that market pressure can increase the political and
economic costs associated with participation in
surveillance and deportation infrastructure.

Across the country, corporate executives are
increasingly being put on notice by immigrant
rights organizers, civil liberties advocates,
international human rights organizations, and

their own workers. Technology companies have

the resources and political influence to oppose

the systems that criminalize immigrants and
expand mass surveillance. Instead, many continue
to profit from those systems while attempting to
distance themselves from the harms they produce.
Challenging that contradiction will require sustained
organizing capable of confronting corporate power
atevery level.

Be Ready for Federal Openings

Even if major change in Washington, D.C. feels
unlikely in the current political moment, we cannot
cede the federal terrain. The surveillance and
deportation apparatus has been built over decades
through federal appropriations, procurement
systems, intelligence-sharing agreements, and
bipartisan investments in policing and border
infrastructure. When political openings emerge,
whether through changes in administration,
congressional pressure, whistleblower disclosures,
or broader public opposition, movements must be
prepared to act quickly with concrete demands,
legislative proposals, and investigative strategies
already developed.

That preparation requires building the infrastructure
now to advance oversight, restrict enforcement
authority, and dismantle the contracts and funding
streams that sustain the security state. Advocates,
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researchers, technologists, organizers, and
policymakers should begin laying the groundwork for
future federal interventions by developing proposals,
conducting investigations, and documenting abuses
in ways that can immediately translate into action
when conditions shift.

Some of the steps that can help prepare for those
openings include:

= Launching investigations into the role of major
federal contractors, including Amazon and
Palantir Technologies, in powering immigration
enforcement systems across DHS, ICE, CBP, and
other federal agencies.

= Producing public reports mapping the
contractual relationships between major
technology corporations and federal agencies,
including subcontractors, resellers, cloud
infrastructure providers, and data brokers
involved in immigration enforcement systems.

= Conducting congressional and public oversight
hearings examining how predictive analytics,
biometric surveillance, investigative case
management platforms, Al-assisted targeting
systems, and other technologies are used
in detention, deportation, and enforcement
decision-making.

= Analyzing campaign contributions, lobbying
expenditures, and political influence operations
carried out by technology corporations and
their lobbyists, including how those relationships
shape procurement policy, cloud infrastructure
decisions, and immigration enforcement
priorities.

= Investigating the revolving door between senior
DHS officials, intelligence agencies, defense
contractors, and technology corporations
involved in immigration enforcement and
domestic surveillance systems.

= Advancing federal legislation limiting biometric
data collection, restricting data sharing between
federal agencies and private corporations,
strengthening whistleblower protections, and
prohibiting federal contracts with companies
engaged in unlawful surveillance or civil rights
violations.
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= Developing strategies to reduce federal
dependence on private technology contractors
by challenging no-bid contracts, demanding
procurement transparency, and exposing how
deeply embedded private companies have
become within core government operations.

Federal policy change will not emerge automatically
from shifts in electoral politics alone. It will require
years of groundwork, investigative pressure,

public education, codlition-building, and movement
infrastructure capable of translating moments

of political opportunity into structural change.
Technology corporations and federal contractors
have enormous financial and political incentives

to keep these systems hidden, normalized, and
profitable. Millions of dollars are spent on lobbying,
campaign contributions, procurement influence,
and public relations efforts designed to protect
these contracts and prevent meaningful oversight.
Communities, advocates, researchers, and elected
officials willing to confront these systems will
therefore need to fight not only for new policy, but
for transparency itself by exposing the corporations
driving enforcement infrastructure, documenting the
harms these systems produce, and building enough
public pressure to overcome the political influence of
the surveillance industry.

Understand the Systems to Fight Them

This report offers a dark and challenging
assessment of this moment. But we provide this
information to ground us in what is at stake, so that
we can envision and build a future which values all
life and the planet.

Movements resisting surveillance and

immigration enforcement must develop a much
deeper understanding of the technologies we

are confronting, and the power that circulates
through them. The current fusion of state and
corporate power driving technologies that foster
authoritarianism and exclude and repress everyday
people, requires that we challenge oligarchs and the
ways that they are fundamentally changing the way
our democracy operates.

Communities and organizations should create
intentional spaces to collectively study and
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investigate these technologies together. Advocates
can no longer afford to organize against immigration
policing or criminalization while treating technology
as neutral. Political education gatherings, research
collaboratives, community audits, and local

strategy convenings can help residents, organizers,
technologists, journalists, and legal advocates better
understand which surveillance tools are operating in
their cities, who owns them, how data flows between
agencies and corporations, and where local
pressure points exist.

Mapping the local impact of these systems can
help communities identify which corporations

hold contracts with nearby governments, where
data centers or offices are located, which

public institutions are purchasing surveillance
technologies, and what local policies or campaigns
could interrupt their expansion. Understanding how
these systems work on the ground is therefore
essential for effective organizing.

Communities should investigate where local
agencies obtain data, how information flows
between agencies and contractors, what
technologies officers use during raids and
investigations, and how surveillance tools are
integrated into everyday governance systems like
schools, jails, public benefits programs, courts,
and transportation infrastructure. This also means
building stronger relationships between organizers,
researchers, technologists, journalists, lawyers,
and workers inside these systems who can help
expose how technologies function in practice.
Technical literacy should not be treated as a niche
specialization reserved for experts. It is now a
core organizing skill necessary for defending
communities against increasingly digital forms of
policing, repression and state control.

A note for those organizing: It is critical that

our organizing does not get trapped in narrow
debates about how to “improve” or “reform” DHS
or ICE. Demanding body cameras, more training,
or new oversight mechanisms will not protect our
communities from a system built on surveillance,
punishment, and removal. These reforms often
leave the machinery intact while making it more
durable. Our work must continue to shift the public
conversation toward the deeper problem: the idea
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that some people are disposable and therefore
legitimate targets of state violence. This logic
shows up in familiar narratives like “the worst of

the worst,” which are used to justify increasingly
extreme policing, detention, and deportation. That
framing matters because the infrastructure being
built under immigration enforcement is increasingly
being used against anyone demanding fairness,
equality,and democracy—from peaceful protesters
and journalists to lawyers, workers, and communities
resisting corporate power. Local organizing must
keep making these connections clear.

This Report is a Movement Offering

We wrote this report as an offering to our
movements—to sharpen how we understand what
we're up against, and strengthen our ability to fight
back.

This report is for the frontlines: A tool to carry into
meetings with elected officials and government
agencies, to ask the hard questions, challenge public
contracts, and demand accountability. Organizers
can use it to identify the next targets for organizing
and disruption. Workers inside these companies can
use it to challenge what is being built, raise critical
questions, and expose the systems operating from
within. Government officials can use it to examine
the contracts they hold, identify what must be
renegotiated or ended, and take concrete steps to
limit the expansion of surveillance and deportation
infrastructure. This is for people making safety plans,
building campaigns, and confronting ICE abuse. Use
it, adapt it, share it—together we can build systems
that protect dignity, expand freedom, and keep our
communities safe.

The systems in this report may be vast, but they

are not untouchable. They rely on contracts, data
flows, political decisions, and public consent—

all of which can be challenged, disrupted, and
dismantled. Across the country there are people
already fighting every day: advocating for policies
to stop data sharing with their local elected officials,
in community spaces where people are sharing
information with each other about the systems

and policies that impact them, at the protests and
campaigns against the building of data centers, and
working in solidarity with human right defenders and
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journalists being targeted for their work. We must
keep these fights at the forefront of our analysis to
understand that it is possible to fight the oligarchs
and DHS's vision of a future of control and abuse
through community power and organized resistance.
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List of Acronyms

Al
ALPR
ATD
CBP
DEA
DEI
DHS
DOD
DOJ
FC/FR

HART

ICE
ICEHSI
ICEERO
ICM

IDENT

OBIM

VC

Artificial Intelligence

Automated License Plate Reader

Alternatives to Detention

Customs and Border Protection (part of DHS)
Drug Enforcement Administration

diversity, equity, and inclusion

Department of Homeland Security

Department of Defense aka Department of War
Department of Justice

Facial capture/facial recognition

Homeland Advanced Recognition Technology system
(DHS biometric data repository, successor to IDENT)

Immigration and Customs Enforcement (part of DHS)
Homeland Security Investigations (part of ICE)
Enforcement and Removal Operations (part of ICE)
Investigative Case Management (a Palantir product for ICE)

Automated Biometric Identification System
(DHS biometric repository, predecessor to HART)

Office of Biometric Identity Management (part of DHS)

venture capital

List of Acronyms
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ICE’s Top 10 Surveillance Technologies

A critical step in resisting the militarized policing and surveillance state is to understand what
technologies are involved. Here is a summary of the top 10 categories of surveillance technology
that immigration agencies like DHS, ICE, and CBP use to target, criminalize, and deport communities.

©
<> O CELLPHONE AND COMPUTER

< *@0 SPYING SOFTWARE & DEVICES DATA BROKERS

WEB SCRAPING &
SOCIAL MEDIA SURVEILLANCE

ALPR SURVEILLANCE &
DRIVER SURVEILLANCE
FACIAL RECOGNITION &
STREET LEVEL SURVEILLANCE
CELLPHONE TRACKING
BOUNTY HUNTERS
DRONES

DETENTION & DEPORTATION TRACKING
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1. Data Brokers

Data brokers are companies
that acquire massive
quantities of data from
thousands of sources and
sell the information to
housands of customers—
including ICE. The data, sourced
from both government records and

private companies, includes phone numbers,
addresses, vehicle registration data, property
records, social media information, jail data, and
more. Data brokers are a key tool for DHS and

ICE to circumvent sanctuary city protections. For
example, DHS and ICE have intentionally turned to
these private companies to buy up data about local
residents, even in jurisdictions where local policy

4
¢

prohibits cooperation or information sharing with ICE.

« ICE’s $23 million contract with data broker
LexisNexis gives ICE access to billions of
records on more than 290 million US residents—
covering over 95% of US adults. ICE uses the
data to build detailed profiles on people, their

families and networks to fuel deportation efforts.

In 2021, ICE conducted over 1.2 million people
searches on LexisNexis during just a seven-
month period.

2. Data Analytics and Databases

While data brokers sell access
to raw data, data analytics
companies aggregate, sort,
and find patterns in the data
so that ICE canuseit to
deportand detainona
mass scale.

Palantir is the backbone of
ICE data surveillance. Since 2014,

ICE has used Palantir technology to analyze dataq,
conduct targeting and raids, and facilitate data
sharing with other policing agencies. Palantir's multi-
year contract with ICE is now worth up to $176.5
million after ICE added more than $86 million for
new surveillance technologies since April 2025. This
includes:

= ImmigrationOS, a deportation surveillance
platform that prioritizes people to deport and
tracks “self-deportations” in real time. The
platform fuses data from Social Security files,
IRS tax datq, license plate reader camera
data and other sources, promising to create
“near real-time visibility” into the movement of
migrants in the US.

= ELITE, an app that populates a map with the
location of potential deportation targets,
including a “confidence score” on each person’s
address. ICE reportedly uses ELITE to identify
neighborhoods to raid. The app pulls address
data for ICE from various sources, including the
Department of Health and Human Services.

3. Web Scraping and Social Media
Surveillance

An entire industry makes

money by “scraping” the 2 ©
internet to extract data Y \000
about people—without > <>

our full knowledge or OV SO

consent. Data culled <
frominternet and social

media surveillance provides a close look into
someone’s online (and offline) life, including their
relationships, communications, and daily routines.
Immigration agents rely on this data to profile and
target people. For example:

= |CE and CBP use surveillance products from
Babel Street, a social media monitoring
company that allows customers to search
a name, email, or phone number and pull up
associated social media posts, IP addresses, job
history, and more. ICE reportedly uses Babel’s
Locate X product to monitor cell phones at
specific locations (for example, at a protest).

= Since 2025, ICE uses PenLink’s Tangles, an Al
technology that scrapes the internet and “dark
web” to create dossiers on people by linking
social media activity, financial records, location
data, and more. ICE also pays for PenLink’s PLX
technology that can intercept communications
in real time using telecommunications data,
social media, and more.
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4. Facial Recognition + Street-Level
Biometric Surveillance

DHS uses invasive
technologies to track people
based on unchangeable
aspects of their body:

their face, iris, fingerprint,
DNA, or other “biometrics.”
Increasingly, ICE deploys
biometric technologies

in our streets and neighborhoods to intimidate
and threaten communities. Two of ICE’s key facial
recognition technologies include:

= Mobile Fortify is ICE’s facial recognition
phone app for real-time “identity checks” on
community members. After snapping animage
of someone’s face, fingerprints, or identity
documents in the app, Mobile Fortify compares
the image against hundreds of millions of
records in CBP databases, including TSA
PreCheck and Global Entry photos, passport
and visa application photos, and more. If the app
finds a “match”—which could be inaccurate—it
will declare the person’s name, birth date,
whether they have a deportation order, and other
personal data!

= ClearviewAl's $9.2 million contract provides ICE
with facial recognition technology to investigate
“assaults on law enforcement officers,” among
other things. A company with ties to Palantir
co-founder Peter Thiel, Clearview claims to have
over 70 billion photos in its database, which
includes images scraped from Facebook, Twitter,
LinkedIn, Venmo, and other sites.

1 ICE officials have stated that they consider an identity “match”
in Mobile Fortify to be a “definitive” determination of a person’s citi-
zenship status and that an ICE officer may ignore a birth certificate
or other evidence of US citizenship if the app states otherwise. In
other words, even if you were to provide evidence of citizenship, ICE
will defer to the determination of the app.

5. Nationwide Driver Surveillance

Nationwide, immigration and
policing agencies surveil
drivers by tapping into a
deep network of Automated 22
License Plate Readers
(ALPRs). ALPRs are surveillance
cameras that record each
passing vehicle, often capturing
not only the license plate number, but also the time
and location, make and model of the vehicle, and
photos of passengers. ALPRs are everywhere—from
street corners to school campuses to Home Depot
parking lots.

= Flock Safety deploys ALPR cameras in over
5,000 communities across the US. Flock gives
law enforcement customers accesstoa
nationwide Flock database, allowing policing
agencies to search for any vehicle’s real-time
location or travel history. Although ICE has no
contract with Flock, local police have conducted
thousands of “side door” searches of Flock data
on behalf of ICE.

6. Hacking Devices and Spyware

After confiscating a phone—
for example, during an arrest—
law enforcement agencies
use “digital forensic”
technologies to bypass
passcodes and encryption,
unlock a device, and extract
its contents, including deleted

messages, photos, location histories, call logs,

and more. In 2025 alone, ICE and CBP secured 13
contracts for device hacking technologies from
companies like Cellebrite and Magnet Forensics
(GrayKey). ICE can use these technologies to
conduct warrantless searches of phones seized
during raids or protests, sweeping up data not
only from targets but also their friends, family, and
communities.
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= In addition, ICE uses spyware. ICE recently
contracted with Paragon Solutions and
questions remain as to whether the agency
stillhas access to this spyware tool or another
commercial spyware. Paragon’s Graphite
spyware can remotely hack into a phone,
activate it as a listening device, read encrypted
messages from apps like Signal or WhatsApp,
and more—all without the user ever clicking a link,
or knowing that they are being spied on.

7. Cellphone Tracking and Location Data

DHS uses multiple channels to
access location data siphoned 9
off cell phones. For example: 9 .. e
= Stingrays/cell site < <

simulators: These > >

devices impersonate cell >

towers, forcing nearby %

phones to connect to them

and sweeping up their location data. Sometimes,

these devices can intercept calls, texts, and
internet traffic.

= Online advertising data: CBP is now tapping
into “adtech” data—location data sourced, in real-
time, from ordinary cell phone apps like games,
dating apps, and fitness trackers.

= Administrative subpoenas: Often without a
warrant, ICE sends these requests to companies
like Verizon, AT&T, Google, and Instagram to
demand private account data on specific
customers or users—including IP address or
location data.

8. “Skip Tracing” and “Bounty Hunters”

“Skip tracing” traditionally
refers to when debt collectors
track down people who have
“skipped out” on financial
obligations. However, ICE
pays “skip tracing” vendors
to locate tens of thousands
of people the agency is
targeting for deportation. These contractors deploy
avast surveillance toolkit—data brokers, public
records, social media data, and even physical
reconnaissance—to track down information. ICE
structures payments around “success” rates,
incentivizing “bounty hunters” to procure phone
numbers, social media footprints, and even
photographic evidence of a person’s private life. In
2025, ICE’s 15 different contracts for “skip tracing”
services totaled over $55 million, with more than $1
billion in potential contract money.

9. Detention and Deportation Tracking
Apps

ICE subjects over 180,000
people to digital surveillance
throughiits “Alternatives to
Detention” (ATD) program.
Framed as an “alternative”
to brick and mortar prison,
ATD instead expands

ICE’s system of punishment via “digital prisons.”

For example, Geo Group subsidiary B.l. Inc, the
company that runs the ATD program for ICE, uses
location tracking and facial recognition to monitor
people in ATD through a phone app (SmartLINK) and
a wrist-worn surveillance device (VeriWatch).

= In addition, CBP’s recently rebranded Home app
sends migrants and asylum seekers punitive,
threatening instructions to “leave now” or face
arrest. By April 2025, DHS reportedly revoked
parole status for nearly one million migrants who
had entered the US using the app, giving them
seven days to self-deport or be arrested.
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10. Border Towers and Drones

Hundreds of surveillance

towers permeate the

border, towering up to

140 feet high and

equipped with technology

to identify people

seven miles away. Peter

Thiel-backed Anduril

Industries raked in $363.4 million from CBP in the
first half of 2026 alone for “autonomous” border
towers, which use machine learning to scan the
border and identify people and items of “interest”
to border agents. CBP plans to install 1,500 more
towers in the next few years.

DHS also uses drone surveillance—at the border, at
events like the 2026 FIFA World Cup, and at protests
nationwide. CBP operates around 500 small drones
from companies like Red Cat Holdings (Teal
Drones) and Skydio. Some of these drones claim to
detect people from 7.5 miles away and identify them
from a mile away. During the past year, CBP and ICE
used drones to surveil protests, including anti-ICE
demonstrations in Chicago and Los Angeles!

Source: “The Tech Behind ICE,” Mijente, Just Futures
Law, Surveillance Resistance Lab, June 2026,

1 Meanwhile, as DHS expands its drone surveillance, it is simul-
taneously creating new federal airspace restrictions on the use of
civilian drones, preventing journalists and the public from document-
ing ICE operations.
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